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1. IlepeyeHb mIaHMpyeMbIX Pe3yJbTATOB 00yUEeHHUS 10 JUCHMUILIMHE, COOTHECEHHBIX C
IVIAHUPYEMBbIMHU pe3yJIbTATAMH OCBOCHHSI 00pPa30BaTe/IbHOI MPOrPaMMBbl

1.1. Jucuumuivzaa B1.5.30 OcHOBBI MH(pOPMAIMOHHOI 0€30NIACHOCTH X035HCTBEHHOH
AEeATECJIbHOCTH obecrieunuBaeT OBJIAJICHUC CIICAYOIHUMU KOMIICTCHIIUAMM:

Ko
Kopg Hanmenosanune A HanmeHnoBanue 3Tana
oTara OCBOCHUs
KOMIICTCHIINH KOMIICTCHIIUHN OCBOCHHUA KOMIICTCHIIMHN
KOMIICTCHIIUN
CIOCOOHOCTH pemiath
CTaHJApTHBIC 3a/1aun
poheCCHOHATBHON
JeSTeITbHOCTH Ha OCHOBE
MH(OPMAITMOHHOM u
N Peanu3arusi OCHOBHBIX NPUHIUIIOB U
Oubrorpauueckoil KyJabTyphl N HH(OPMALIHOHHOH
OIIK-1 c MIPUMEHEHUEM OIIK-1.3. pM: .
0e30macHOCTH XO03STHCTBEHHOM
nH(GOPMAITIOHHO-
JIeSTEeIbHOCTH.
KOMMYHHKAIIHOHHBIX
TEXHOJOTHM U C  y4YEeTOM
OCHOBHBIX TpeOoBaHMIA
nHpOpMAITHOHHON
0e30macHOCTH
1.2. B pesynbrare 0CBOCHUS AUCIUIUIMHBI y CTYJECHTOB JOKHBI OBITH CPOPMUPOBAHBI:
OTO/TD?!
npu Haauduu
(np Kop sramna
npogpcmanoapma)/
OCBOCHHUS PesynbraTel 00y4eHUs
TPYAOBBIE UIU
KOMIICTCHIIH
npodeccroHanbHbIE
JIEACTBUS

Ha ypoBHe 3HaHui:

MeTtombl U crocoObl obecrieueHUs] HHPOPMAITUOHHON 0e30MacHOCTH
B mpodeccuoHanbHOll nestenpHOCTH. UT B cucTemMe Mep 3amiuThI
uHpopmanuu. HopMaTHBHEIE JOKYMEHTHI 110 3aIUTe WHPOPMALIUU U
OpraHW3allUsl  COOTBETCTBYIOIIMX  OTICIIOB B  OpPraHU3AIUsX.
CoBpeMeHHEIC METOIBI 3aIATHI nH(pOpMaIHU oT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

B coorBercTBHH ¢
TPYJIOBBIMU (PyHKIHAMH
00001IEHHOH TPYI0BOH|

byHKUMK HoBble mH(pOpManMOHHBIE U TEIEKOMMYHUKAIIMOHHBIE TEXHOJOTHH;
«KoncynTupoBanne OCHOBHBIE METOJIOB KPUNTOrpadu; MPOrpaMMHBIE CPEACTBA 3AIUTHI
Iégf::;;:}m}o 19 HWH(pOPMAaIIKH; IIPOTOKOJIBI 3aIUTH HH)OPMAITHH.
(huHAHCOBOTO IUIaHA W Ha yposue ymennii:
(hOPMUPOBAHHIO Camo00yueHre B COBPEMEHHBIX KOMITBIOTEPHBIX CPE/iaX; BBISBICHHE
HETEBOTO OIAaCHOCTH M Yrpo3bl HHPOPMALMOHHOI 0€30I1aCHOCTH; NPUMEHEHHUE
HHBECTHIOHHOTO OIlK-1.3. OCHOBHBIX ~ METOJOB M  TOPOrPaMM  3amuThl  HHOpMAIUH;
HopThen» UCTIONB30BAHUC  MCTOI0B u croco6oB obecrieueHus
TTpoteccHOHATHHOTO WHPOPMAMOHHOH  OE€30MacHOCTH € IIEJBI0 TpeNOTBPAIICHHA
cranapra HECAHKUMOHHPOBAHHOTO JOCTYIa, 310yMBILLICHHOMH Mo dUKaIuu
e — o WIN yTpaThl ciyxeOHOW uHpopMmanuu; paboTa ¢ COBPEMEHHBIMH
METOJaMH  3alluThl MH(QOpPMAIMM OT HECAaHKIMOHHUPOBAHHOTO
(uHAHCOBOMY focTyma.
KOHCYJIbTHPOBAHUIO»

CaMmocToATenbHO pemiaTh 3aJadd  TMPeIMETHOH obmacTh Ha
(YtBepxknen IIpukazom

MIEPCOHATIBHOM KOMIIBIOTEPE C MOMOIIBI0 HOBBIX MH(OPMAIIMOHHBIX
Muntpyna Poccun on . ]
PO ENDDEN TEXHOJIOTUI U COBPEMEHHBIX MH()OPMAIMOHHBIX CHCTEM; padoTaTh C

! Jlist o6pasoBaTebHEIX TIPOrpamm, peanusyeMsix o @T'OC, u i YHUBEPCATBHBIX KOMIIETEHIIMH TIepBas KOJIOHKA
MOXET HE 3aMOIHSITHCS



IPOrPaMMHBIMU CPEACTBAMU 3aIUTHI HHpOpMaLIUH.

Ha ypoBHe HaBBIKOB:

Bnagenue kpunrorpaduyeckoii W creraHorpaduueckoil 3amuToi
uHGOpPMAIIMK; OCHOBHBIMH METOJaMH M CPEICTBAMH  3aIlUTHI
nHpopmanuu. Pabora ¢ COBpeMEHHBIMM METOJAMM  3allUTHI
uHpOpMAIUU oT HECAHKIIMOHUPOBAHHOTO JIOCTyIa.
CaMmocTosATeNbHOE peIICHHE 3ajad NpPeJAMETHOH O0JlacTH Ha
MIEPCOHATHPHOM KOMITBIOTEPE ¢ MOMOIIBI0 HOBBIX HH()OPMAIIMOHHBIX
TEXHOJIOTUH W COBPEMEHHBIX WH(OPMAIMOHHBIX CHCTEM; OCHOBHBIX
MeToZoB Kpunrorpadguu. PaboTa ¢ mporpaMMHBEIMH CpeICTBAMU
3amuThl HHGopManuy. PaboTa ¢ MpoTOKOJIaMHU 3alTUTHl HHGOPMAITUH.

2. O0beM U MecTO aMCHUILIMHBI B cTpyKTYype OIl BO

Vyebnas gucnumiuHa «OCHOBBI HMH(POPMAIIMOHHON O€30MaCHOCTH  XO3SMCTBEHHOM
nestenbHocTH» BXoauT B biok b1.5.30 bazoBas wacts y4yeOHoro miana. JlucuuruimHa oOumm
00beMoM 72 yaca M3ydaeTcsi B TEUCHHE OJTHOTO CEMECTpa M 3aKaHUYMBAETCS 3a4€TOM C OIEHKOW B
4 cemectpe Ha ouHOW (opme oOyueHHs M Ha 2 Kypce 3a04HOM ¢opmbl 00yueHHs, oOmas
TPYIOEMKOCTh JUCIUILIMHBI B 3a4eTHBIX eauHuIax cocrasiser 2 3E (72 gaca).

JUist yCIeHOTo OBJIAACHUS JUCIUIUTMHON CTYIEHTY HEOOXOIMMO UCIIOIb30BATh 3HAHUS U
HaBbIKH, MOJyYEHHbIE UM MpPH M3YyYEHUM TAKUX TUCIUIUIMH, KaKk MareMartuka, ¢usuka, b1.b.4
noruka, b1.b.5 Beiciias maTemaTHka.

3HaHMs, TMOJY4YEHHbIE B XOA€ H3yYeHUs IUCHUIUIMHBI «OCHOBBI HH(OPMalMOHHON
0€30MaCHOCTH XO3SIHICTBEHHOW JEATETBbHOCTH» MOTYT OBITh IOJIE3HBI NPU HU3YyUYEHHHM TaKHUX
npodeccroHanbHblx AucuuIUiMH, kak bl.b.5 skonommueckass teopus, b1.b.9 Teopus
BEPOSTHOCTEW U Maremarudeckas cratuctuka, bl.b.10 coBpemeHHble HH(pOPMAIMOHHBIE
texHosornv, bI1.B.JIB.3 ~maremaTmyeckoe MOJAEIMPOBAHWE B COLMOJIOTMA W  HOBBIE
uHpopManMoHHble TexHonoruu, bl1.b.8.2 OubnuoreyHo-uH(pOpMALIMOHHBIE CHCTEMBI U
TEXHOJOTMH. B cooTBeTcTBUM ¢ y4eOHBIM IUIaHOM (OPMOIl TPOMEXKYTOYHOM aTrTecTaluu
SIBJIETCS 3a4ET.

[To ounoil (dopme o0O0ydeHHS KOJUYECTBO aKAJAEMHUYECKHUX 4YacOB, BBIJCICHHBIX Ha
KOHTaKTHYI0 paloTy c mpenoaaBareneM (MO BuUAaM Y4yeOHBIX 3aHATHH) — 36 dYacoB, Ha
CaMOCTOSITENIbHYIO padoTy oOydJaronuxcsi — 36 4acos.

dopMa MPOMEKYTOUHOM AaTTECTallMd B COOTBETCTBUU C Y4YeOHBIM IUIAHOM — 3a4eT ¢
OLICHKOM.

3. Coaep:xkaHue M CTPYKTYPa AHCHUIIIUHBI

O0beM TUCHHUILIMHDI, Yac.
KonrtakTHasi padoTa @opma
TeKyIero
o0yyarommxcsi ¢
KOHTPOJIsI
Ne HaumenoBanue Tem TpENoaaBaTEIeM 110 BHAAM ycrneBaemMoct
n/n (pa3aesioB) Bcero yqeﬁm’lf CP u,
3aHATHH MPOMEKYTOY
J/30, JIP/ 3/ HO¥
JOT* 20, 30, | KCP aTTecTallMu
JIOT* | JIOT*
Ounasn ¢hopma obyuenusn
4 cemecmp
IMousitue uHpopmanuu,
3aIUTEl  WHGOpPMANMK |
Tema 1 nH(POPMaMOHHON 6 2 - - 4 0
6€e30MacHOCTH. OcHOBHBIE
COCTABIISTIOIIHE.




O0beM TMCIUILIMHDI, Yac.
KonTakTHas padoTa Popma
o0yyarommxcsi ¢ rexymero
KOHTPOJIsI
Ne HauMeHoBaHUe TeM NpernofaBaTeiemM 1o BUiam yCIIeBaeMocT
n/n (paszeioB) Bcero y4eGHbIX (0] u?,
SaHATHH MPOMEKYTOY
J/30, JIP/ 3/ HOIT
JOT* 20, 20, KCP aTTecTaluu
JIOT* | I1OT*
3aKoHONATENbHBII  ypPOBEHB
nH(OpPMaLIMOHHON
0e301acHOCTH.
Tema 2 KommnsrorepHsie 10 > ) 4 4 0
MIPECTYTIIICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIICHNE KOMITBIOTEPHBIX
MPECTYIUICHHUH.
Knaccudukarms aTak.
Ilonsitne  yrposel. Mopens
Tema 3 yrpo3.  PekoMenmanuu 1o ] > i ) 4 0
obecrieueHnIo
nH(OpPMALMOHHON
0e301aCHOCTH.
OCHOBHBIE TIOHSITHSI
Kpunrorpaduu. [Ba
Tema 4 COBPEMEHHBIX HAIIPaBJICHUS B 8 2 - 2 4 0
kpunrorpaduu. Knaccuueckne
KPHIITOCHCTEMBI.
Kpumnrrorpadust ¢ OTKpHITEIM
KJIFOYOM. Cucrembl
Tema 5 mmdpoBaHus, He TpeOyromue 12 4 - 4 4 o
nepenadn KITFO4a.
DNeKTPOHHAS TOJITUCH.
Tema 6 OcHoBHBIE TEXHOJIOTUHI
nocTpoeHwus 3amumeHHbx VC. 6 2 - - 4 0
MexceTeBble SKpPaHBbI.
Tema 7 Texnonorust VPN-cereid. 6 2 - - 4 0
Tema 8 3amura nHdpopmanuu B
Wnrepuer. UMudopmanmonnas
0e30MacHOCTh B YCIIOBHSIX 10 2 - 4 4 (0]
¢dynknuonupoBanusi B Poccumn
r7100aJIbHBIX CeTEeH.
Tema 9 TunoBass cIpykTypa 3alllUThHI
oT HC/I. Yupasnenue 6 2 - - 4 O, T
JIOCTYIIOM.
ITpoMekyTOUHAsI aTTECTAIIMS 3a0
Bcero: 72 20 16 36 23E
Ipumeuanue: 4 — popmor mexyweeo rommponas ycnesaemocmu: onpoc (0), mecmupoganue (T),

koumponvtas paboma (KP), xoanoksuym (K), acce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

3. Copepikanue TUCHUNIMHBI

n/n

HanmeHoBaHHe TEM
(pa3nenoB)

Conep:xanue TeM (pa3iesioB)




HaumeHoBaHHe TeM

Conep:xanue TeM (pa3iaesioB)

n/n (pa3nenoB)
[lonsatne wnHpOpManuu, 3amuThl | [lonstue wuHbOpManuu, 3ammUTel HHQOPMAUK |
nHGOpMaIMu W WHPOpPMAITMOHHOW | mHpOpMarmoHHON Oe3omacHocTH. Hasmauenwme wu
0e301acHOCTH. OcHoBHBIE | 3ajaun B cdepe obecriedeHus WHPOPMAIMOHHOM
_ COCTAaBIISIIOIIIUE. 0e30IacHOCT Ha YPOBHE TOCYAapcTBa, Ha YypOBHE
< pernoHa ® Ha JIOKATbHOM YypoBHE. (OCHOBHBIC
3 MOJIOEHUST TeOpur HMH(POPMAIMOHHOW O€30MacHOCTH
= WHPOPMAMOHHBIX crcTeM. OCHOBHBIE COCTaBIISIOLINE
obecrnieueHus WH(POPMAITIOHHOM 0e301macHOCTH
XO3SIMCTBEHHOH JIEATEIIHHOCTH.
3aKOHOIATENbHBIH ypoBeHb | BaxxHOCTB 3aKOHOJIATEIIEHOTO YpOBHS
nH(OpMaIIMOHHON  Oe3omacHoCTH. | HH(OpMaMOHHO#M Oe3omacHOCTH. O030p POCCHIICKOTO
KommnerorepHbie NPECTYIUICHHS. | 3aKOHOJIATEIbCTBA B obmacTu obecriedeHust
OTBETCTBEHHOCTh 3a COBEpLICHUE | HHPOPMALUOHHON 0e30macHOCTH. Jokrpuna
KOMIIBIOTEPHBIX TPECTYIUICHAN. nHpopmarmonHoii OezomacHocTrn P®, 3akoHBl «O
rocyJIapcTBeHHOH  TaiiHe», «O0  wHpOpMayH,
WHPOPMAIIMOHHBIX ~ TEXHOJIOTHSX M O  3aluTe
nHpopMarum». Jlpyrue 3akoHBI M 3aKOHOJATEIhHBIC
. akThl. KoHuemnmust nHPOPMAIMOHHON 0e30MacHOCTH.
g OcCHOBHbIE HOPMATHUBHBIE PYKOBOSIINE JOKYMEHTHI,
& Kacaromecs rOCy/IapCTBEHHOM TaliHBI u

KoH(puIeHNHaTpHOW  WHGOpMANUH,  HOPMATHBHO-
CIIPAaBOYHBIC JOKYMCHTBI. HOpMaTI/IBHI)IC AKThI
aJIMUHUCTPAITUU Bonrorpana B obactu
nH(pOpMaITMOHHON 0€30TIaCHOCTH.

Komnsiotepusie npectymieHusi. OTBETCTBEHHOCTh 3a
COBEpIIICHUE KOMITBIOTEPHBIX MPECTYIUICHUH.
VYTonoBHAS ¥ aIMUHUCTPATHBHAS OTBETCTBEHHOCTb.




n/n

HanMeHoBaHHE TEM
(pa3nenoB)

Conep:xanue TeM (pa3iaesioB)

Tema 3

Knaccudpukamus arax. Ilonstue
YIPO3BI. Monens yIrpos.
Pexomenpanuy 10 00€CHCUYCHHIO
MHQOPMAIIIOHHOH 0€30M1aCHOCTH.

[lonsiTne artakn Ha WHPOPMAIMOHHYIO CHCTEMY.
Kimaccudukamus artak. Buasl TPOTHBHUKOB WA
“HapymmTeneit”’, ux kiaccuduranus. Kanamel yreuku
nHGOPMAIUK: BU3YallbHO-ONTHYECKUH, aKyCTUYCCKHIA,
SJIEKTPOMArHUTHBIA U  MaTepUalbHO-BEIIECTBEHHBIMN.
ITonsitue  yrpossl.  HcrouHMKM  yrpo3 M HX
knaccudukarus.  [loctpoeHne  Mojenu  yrpos
opranuzauuu. llpumepsl. PykoBoasiuue AOKYMEHTBI
lNocrexkomuccuu Poccun (DenmepanpHas cioyxba 1Mo
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO) TIO 3allluTe
OT HECAaHKIIMOHHPOBAHHOTO JOCTyMa K HH(OpManuu.
CrnenmansHble  TpeOOBaHUS HW  PEKOMEHIAIUU.
HNuctpykmmuss CTP-K. Pexomenpamuu 1o 3amure
KOH(UACHIIUATBHON uH(pOpMAIUH. Kunaccer
3aIIUAIIEHHOCTH CPEACTB BBIYUCIHUTEIBHON TEXHUKH U
ABTOMATHU3WPOBAHHBIX CHCTEM II0  PYKOBOISIINM
nokyMeHtam ['ocrexkomuccun Poccun. Ilokazarenn
3amuineHHocTd. Cuctema 3amuThl WHGOPMAIUKM OT
HECAaHKIIMOHUPOBAHHOTO JAOCTynHa. PexkoMeHayemble
MEpbl 10 O0OECHEYCHUI0 3alluThl WHGOpPMAIMK B
MpoIecce IKCIUTyaTalli WH(QOPMAIMOHHON CHCTEMBI.
PaspemnrensHas cucrema nonycka. PekomMeHnanuu no
IIaHy J0pabOTKH OOBEKTOB HMH(POPMATHU3AMU Ha
COOTBETCTBHE TpeOOBaHUAM PYKOBOIAIIUX
nokymeHToB ['octexkomuccuu Poccun.

Tema 4

OcHOBHbIE TOHATHUS KpUnTorpaduu.
JIBa COBpeMEHHBIX HalpaBIEHHUS B
KpUnTorpapum. Knaccuueckne
KPUITOCUCTEMBI.

Hcropuueckast crpaBka. Bo3MokHbIe HampaBleHHs
pemeHnst 3agadd o0eclieueHHs MepeJadyd CEKpeTHOM
napopmaruu. Creranorpaduss u  Kpunrorpadus.
BaxHocTh kpunrorpaduu TpU  pElICHUH  3a]ad

obecrnieueHus UHGPOPMAITUOHHOM 0e30macHOCTH
XO3AUCTBEHHOW  JGATCIBHOCTM W COXPaHCHHS
KOH(HIEHITHATHEHOM nHpOpMaIun. OCHOBHBIC

noHsATHsT Kpunrorpapun. [loHSITHE KPUNTOCHCTEMBI,
KIo4a. Bo3MOXHBIE aTaku Ha KPUITOCUCTEMBI,

MTOHSTHE KpUNTOAHAITN3A. Hapnexuocts
KpHUIITOCUCTEMBI. I[Ba OCHOBHBIX HAIIpaBJICHUA B
COBpPEMEHHOH KpUnTorpaduu. Knaccnueckune
KPUIITOCUCTEMEI. OpnnoandaBuTHEIE u
MHOTOaJI(aBUTHEIE KpunTocucTeMbl. Cuctemsl L{e3aps
5 BuxeHnepa. BosmoxHOCTH KPUIITOAHAIN3A

MHOTOQJI()aBUTHBIX CHCTEM. PacKpbITHE CHUCTEMBI
Bwmwxkenepa. HamexHocTs MHOTOQI(DaBUTHBIX CHCTEM.
OnekTpoMexaHWYeckne MU POBAIBHBIE  MAIIHHBL
AGcomoTHO HaJleKHast KpPUITOCUCTEMA!
“OnHOpa3oBbIN OJIOKHOT”. Bo3MoxHOCTE
WCIIONb30BaHMSI  TaKMX CHCTEM Ha  IPAKTHKE.
Cranpgaptel mmdpoBaHus AaHHBIX. Kpunrocucrema
DES. Poccuiickuii crangapr wmudpoanus ['OCT
28147-89. [Ipobnema BBEIOOpA HaJeKHOU
KpUITOCUCTEMBI  JJIS  3alUTBl CBOMX  JaHHBIX.
[lepcnexkTuBbl pa3BUTUS KpUNTOaHanu3a. lIpobrnema
MOJIHOTO 1epebopa BCex KIIOYEH.




n/n

HanMeHoBaHHE TEM
(pa3nenoB)

Conep:xanue TeM (pa3iaesioB)

Tema 5

Kpunrorpagus c OTKPBITHIM
xrrodoM. Cuctemsl IMHQPPOBAHUS,
He TpeOyrole nepeaayn Kiroya.
OJeKTpOHHAas NOMHCE.

Cuctempl mudpoBanusi, He TpeOyOUe Nepeaadn
kmroda. [IpoOieMbl HMCHONB30BaHUS TaKUX CHCTEM.
[Iporokon wucnonbs3oBaHus cucTeMbl «OIHOPA30BBIN
OJIOKHOT», HE TpeOyIOIUil MepBOHAYaIFHOTO OOMEHa
CeKpeTHbIMH Kimodamu. Kpunrorpadus ¢ OTKPBITEIM
KIto4oM. [IOHSTHE OTKPBITOTO M CEKPETHOTO KIIoYa.
[MpaBuna ux ucnonb3oBaHus. [IPUHIMIBI TOCTPOCHHUS
KPHIITOCUCTEM C OTKpPBITBIM KITIOYOM. VI3BecTHbIE
KPHUIITOCUCTEMBI C  OTKPBITBIM ~ KJIFOUOM U HX
anroputMbl. Cucrema RSA. [lnuHa ximoua B
KpUNTorpaduu ¢ OTKPBHITHIM KIt04oM. OTHOCTOPOHHSS
GyHKIHSA,  BO3MOXKHOCTH €€  HCIIOJB30BAaHUSL.
DneKTpoHHAs NOANKCH M IPUHIIMITEI €€ MPUMEHEHUSL.

Tema 6

OcHOBHEBIE TEXHOJIOTUU
noctpoeHust  3amuiieHHsix  MC.
MexceTeBble SKpaHbl.

OCHOBHBIEC TEXHOJIOTUU MTOCTpoeHUS 3amuiieHasx UC.
[Nonsitne MexcereBoro 3kpana. [IpaBuna ¢unprpanuu
¥ TPUHIANEI WX TpuMeHeHus. IlakeTHble (QUIBTPEL
Ilonrutnka  ceTeBOM 0€30ITaCHOCTH. ITonutHnka
peanu3anuu MeKCETEBbIX SKpaHOB. DyHKIMOHANbHBIC
TpeOOBaHMS K  MEXKCETEBBIM JKpaHaM H  HX
KoMroHeHTHI. 1I[mi036I  CeaHCOBOTO W IPHKIAIHOTO
ypoBHs. HoBble ¢ynkiuu OpanamayspoB. Cxembl
OpPraHM3allMd MEXKCETEeBBIX JKpaHOB. (coOeHHOCTH
Pa3sIUYHBIX CXEM peau3allid, WX TMPEeUMYIIecTBa U
HegocTaTku. [IpoOieMbl, CBA3aHHBIE C MEXKCETEBBIMU
skpaHaMu. TpeOoBaHUS K MEKCETEBBIM DKpaHaM

Tema 7

Texuonorua VPN-ceteil.

TexHomorns OOBEOWHEHNUS JIOKAJBHBIX CETEH U
OTJEJIbHBIX KOMITBIOTEPOB Yepe3 OTKPBITYIO BHEIIHIOIO
cpeny mepeJaud JaHHbIX B €OUHYI0 BUPTYaIbHYIO
CeTh, OOCCIICUMBAIOIIYIO 3AIUTy HHOOPMAITHOHHBIX
noTtokoB mwin TexHoiorus VPN-cereit. OcobeHHOCTH
VPN. Tynnens VPN. TyHHenupoBaHue u ero
ocoberHocTd. OCHOBHBIE  pa3HOBUAHOCTH  VPN-
YCTPOMCTB IO TeXHUYECKOM peanusauuu. Pomn VPN-
ycTpolicTB. BapuaHTBI MOCTPOEHHUS 3alllMIIEHHBIX
kaHaioB  VPN. Vrpo3sr ans VPN. Bapuantsl
3aIAMIEHHBIX  coeauHeHni. Kmaccmbpukammss VPN-
cereil. CoBMenienne VPN-TeXHOIOTHI U MEXCETEBOTO
skpana. Hempoctatku VPN.




n/n

HanMeHoBaHHE TEM
(pa3nenoB)

Conep:xanue TeM (pa3iaesioB)

Tema 8

3ammra uHpopmauuu B MHTEpHET.
HNudopmarmonHas 0€30macHOCTh B
YCIIOBUSIX  (DYHKIIMOHUPOBAHUS B
Poccun riobanbHBIX ceTei.

[IpoGnema obecrniedeHus MH(OPMAITUOHHOM
Oe3omacHOCTH TIpH  paboTe ¢ TI00ambHOW CEThIO
Wntepuer.  MudopmanmonHass  0e30MacHOCTh B
ycnoBusAX (yHKIMOHMpPOBaHUS B Poccuu rimoGanbHBIX
cereil. VYkaz mpesuneHtra PO «O wmepax 10
00eCIeUeHUIO nH(pOpMaAITMOHHON 0e30macHOCTH
Poccuiickoii ®denepanuu B cdepe MEKIYHAPOIHOTO
nHGOPMALTIOHHOTO oOmeHa». Yrpo3sl
nH(pOpMAIIMOHHOW  Ge3omacHocTH Tipu  pabore ¢
HNHurepher. Bupycsl, HCIOIHAEMBIE MOJIYJIH,
BCIUIBIBAIOIIME OKHAa W peknaMa. lcnonb3oBanue
AQHTUBUPYCHBIX IPOTPaMM M MEXCETEBBIX SKPaHOB IIPU
pabore ¢ Unrepner. [IporpamMmuble cpencraa
MIPOBEPKHU Tpaduka u 00pBOBI c
HECAaHKLMOHUPOBAHHBIM HCIIOJIb30BAHUEM PECYpPCOB
WH(OPMAITIOHHON CUCTEMBI.

Tema 9

TumoBass CTPyKTypa 3alllUThl OT
HCJI. Ympasiernue 10CTyIIOM.

ApXUTEKTypa THUIIOBOM  CHUCTEMBI  3alIUTBI  OT
HECaHKLMOHUPOBAHHOTO focTymna. MneHntudukanusa u
ayreHtuukanus.  llaponbpHas  ayTeHTH(UKAIHA.
[IpaBuna npumeneHus mapoie.  OJIHOpa3oBBIE
mapomm.  CepBep ayreHtTudukamuu. llogcucrema
YIpaBiIeHHsT AOCTYIIOM, TOJCHCTEMAa PETHUCTPAliU U
yuera. [lpuHnmmel KoHTposs pgocTyma. Matpuna
JocTyna M COMckd focrtyna. llpowsBosnbHoe w
MIPUHYAUTEITHHOE yIpaBJeHne JIOCTYTIOM.
OrpannunBarominii uHTepdeiic. PoneBoe ymnpaBnenue
JOCTYTIOM. Cratudeckoe u JTMHAMHUYECKOE
pactipenencaue posei. Ilomcmerema obecrieueHus
nenoctHocTH. Kpunrorpadguueckas nojacucrema.
[IporpammHo-anmnapaTHbIe CpeacTBa 3alUTHI
napopmarmn = ot  HCJI.  VYcrpoiictBa  BBOIA
UIeHTU(UKANMOHHBIX Tpu3HakoB.  Kiraccudukarms
YCTPOMCTB BBOJA WACHTH(PHUKALMOHHBIX MPU3HAKOB.
Bruomerpuueckue yCTpOMCTBa BBOZA
UACHTH(PUKALMOHHBIX IIPU3HAKOB u ux
knaccupukanus. llpenMyiiecTBa W HEJOCTaTKH HX
ucrnonb3oBanusa.  KomMOMHHMpOBaHHBIE  YCTpOWCTBa.
ONEeKTPOHHBIC 3aMKH.

Ha camocrostensHyo paboty

CTYACHTOB TII0O AucHUINIMHE B1.5.30 OcHoOBBI
UHpOPMANIMOHHO 0€30MACHOCTH XO3M1liCTBEHHON JeSiTeJIbHOCTH BBIHOCATCS CJIEIYIONINE
TEMBEI.

Ne
n/n

Tema Bonpocsl, BeiHOcuMBIe HA CPC

Ounast 3aouHas
¢dopma ¢opma

2

3 4 5

TToustue TToustue nH(pOopMaIuH, 3aIUTEI

nHOopMaIIHH, uHDOpMaITIH
3aIUTHI 06e30macHOCTH.

u nH(pOpMaAITMOHHON

Ha3nauenne wu 3amauun B o 0
UHPOPMaIIH u | chepe  obecnieueHus  MHPOPMALMOHHOM
HH()OPMAITMOHHON 0e30IacHOCTH Ha YPOBHE TOCyIapcTBa, Ha
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0€30IaCHOCTH.

YPOBHE pPETMOHA M HAa JOKAJIBHOM YPOBHE.

OcHOBHbIE OcHOBHbIE MOJIOKEHUS TEOpUHU
COCTABJISIIOTITHE. WH()OPMAITHOHHOH 0e30macHOCTH
UH(QOPMAIIMOHHBIX CHCTEM.
3aKOHOIATENNbHBIN O0630p pOCCHIICKOTO 3aKOHOIATEIbCTBA B
YpOBEHBb obmactn obecnieueHUs HMHPOPMANMOHHON
nH()OPMAITHOHHOH 6e3onmacHocth. JlokTpuHa WH(pOpPMAITMOHHON
0€301aCHOCTH. 0e301macHOCTH PO, 3aKOHBI «0O
KomMmnrerorepHsle roCcy1apCTBEHHOMN TaliHe», «006
MIPECTYIICHUS. nHOpMaIHH, WH()OPMAITHOHHBIX
OTBETCTBEHHOCTh 32 | TEXHOJIOTHSIX M O 3aIlUTe WHQOPMAIHI.
COBEpILIEHUE OCHOBHbIE ~ HOPMaTHBHBIE  PYKOBOZSIIUE
KOMITBIOTEPHBIX JOKYMEHTHI, Kacaroluecs rocyIapCTBEHHON
MIPECTYIICHU. TailHbl U KOH(QUACHIMATBHOW WHPOPMAIHH.
HopmatusHsie AKTBI aJMUHHCTPALIUU
Bonrorpana B obnactu uHGOpManuOHHON
Oe3omacHoOCTH.
Kiaccudukarms Ilonstne artaku Ha WHOOPMAIMOHHYIO
aTak. [onsitue | cucremy. Knaccudukanus arak. Bumabl
YIPO3BL. Mogens | IPOTUBHUKOB WIM  “‘HapylmuTene”, ux
yIpos3. KJaccuuKanus. Kanainer YTECUKU
Pexomenpanuu 1o | uH(opMaIuu: BU3YaJIbHO-ONTUYECKUH,
o0ecre4eHn o aKyCTHYECKU, 3JIEKTPOMArHUTHBIN u
WH(POPMAITIOHHOM MaTepHaJIbHO-BEIIECTBEHHBIN. [HonsiTue
Oe3omacHOCTH. yrpo3sl.  HMcrtounmkm  yrpo3 W HX

knaccuukanus. [Toctpoenue Monenu yrpo3
opranmzanuu. llpumepsl.  CrnenuaibHBIE
TpeboBanmus W pekoMeHmaruu. I[lokazarenun
3aIUIICHHOCTH. Cucrema 3aIUTHI
uHpOpMAIIMK OT HECAaHKIIMOHHPOBAHHOTO
moctyma.  PekomeHmyemple  Mepel  TIO
obecrieueHUI0  3aIIuThl  WHQOpMANUU B
MPOIECCe IKCIUTyaTalud MH(QOPMAIMOHHON
CHCTEMBIL. Pa3pemmrensHas cHcTEMa
JTOTTyCKa.

OCHOBHBIE ITOHSITHS
kpunrorpapun. [Ba
COBPEMEHHBIX
HaIpaBICHHS B
KpUnTorpadu.
Kaccnaeckne
KPUIITOCHUCTEMBI.

CreraHorpadus u kpunrorpadus. BaxxHocts
Kpuntorpapud  TpU  pEIICHUH 33134
obecrieueHUs nH(pOpMaITHOHHON
0e30IacCHOCTH XO3SHCTBEHHOUW NESTEIHPHOCTH
u COXpaHEHUS KOH(UACHIINATBHON
WHGOpPMAITIH. OcHOBHEIE TTOHATHUS
kpunrorpapuu. IToHATHE KpPUIITOCHUCTEMBI,
KJIIOYa. Bo3moxkHbie aTaku Ha
KPUITOCUCTEMBI, TIOHSATHE KPUITOAHAIN3A.
HanexHocthb KPUITOCUCTEMBI. Ba
OCHOBHBIX HANpaBJICHUS B COBPEMCHHOMN
KpUITOrpaduu. OpnHoandaBuTHBIC u
MHOTO0aJI(haBUTHBIE KPUTITOCUCTEMBI.
Cucremsl Ile3aps u Buxenepa.
BosmoxxHOCTH KpUTNITOAHAIIN32
MHOTOan(paBUTHBIX  CHUCTeM. PackpsiThe
CHUCTEMBI Buxenepa. HanexHoctb
MHOTOaNI()aBUTHBIX ~ CHUCTEM. AOCOIIOTHO
HaJeXHas KpunTtocucreMa: “OxHOpa3oBbIN
omoxaoT”. Kpunrocucrema DES.
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Kpunrorpadpus c
OTKPBITBIM  KJTFOUOM.
Cuctemsl
mpoBaHUs, HE
Tpedyromue
nepefayd  KIIoYa.
DneKTpoHHAs
HO/IITHUCh.

Cucrembl mmpoBaHus, He TpeOyromue
nepenadn kiaova. [IpoTokon ucmons30BaHUs
cucteMbl «OIHOPA30BBIA  OJIOKHOT», HE
TpeOyromuii  mepBoHadasbHOro  oOMeHa
CEKpeTHhIMH KirodaMu. Kpunrorpadpus c
OTKPBITHIM KIIIOYOM. [TOHATHE OTKPHITOTO W
CeKpeTHOro kiro4da. [IpuHIunel noctpoeHus
KPUIITOCUCTEM C  OTKPBITBIM  KJIFOUOM.
W3BecTHBIE KPHUNTOCUCTEMBI C OTKPBITHIM
KIII0OYoM W ux anroputMmbl. Crucrema RSA.
JnuHa xi1roua B KpUNTOrpaduu € OTKPHITHIM
KITFOUOM. OnHOCTOPOHHSIS (hyHKIIH,
BO3MOXHOCTb ee UCTIOJIb30BaHHS.
9J'IeKTpOHHaH moAnuCchr W TIMPUHOUIIBI €€
MPUMEHEHUSI.

OcCHOBHBIE
TEXHOJIOTHH
MOCTPOCHUS
samunieHusx  MC.
MexceTeBbie
SKpaHEI.

OcHOBHEBIE TEXHOJIOTHH ITOCTPOCHUS
samumenspix MC. IloHsTHE MeEXKCETEBOro
skpaHa. [IpaBuia GuiIbTpalMu ¥ TPUHITUATIBL
ux npumeHeHus. [lakeTHeie  (QUIBTPBL
TTonmuTuka cereBoii 0e3omacHocth. [TonuTrka
peanu3anuu MEKCETEBBIX 9KpPaHOB.
OYHKIIMOHAIbHEBIE TpeOOoBaHU K
MEXXCETEeBbIM JKpaHaM W WX KOMIIOHEHTHI.
11ITr03BI CEaHCOBOTO W MPUKIIATHOTO YPOBHS.
HoBble ¢yHkunu OpannmayspoB. Cxembl
OpraHH3aIuu MEYKCETEBBIX SKPaHOB.
TpeboBaHUs K MEKCETEBBIM JKpaHaM

Texuonorus  VPN-
ceTelt.

Texuomorust 00ObeIUHEHUS JIOKAJIBHBIX CETEN
u OTACIbHBIX KOMIIBIOTEPOB yepes
OTKPBITYI0 BHEIIHIOW Cpeay [epeaadu
JJAaHHBIX B €JUHYI0O BHUPTYaJbHYIO CETbh,

o0ecreunBaronyIo 3alIUTY
UH(POPMAI[HOHHBIX TOTOKOB WM TEXHOJIOTHS
VPN-cereid. OcobeHHOCTH VPN.

TyHHEenMpOoBaHUE U €ro  OCOOCHHOCTH.
OcHoBHbIE pa3zHOBUAHOCTH VPN-ycTpoiicTB
o TexHudyeckol peanuzauuu. Pomu VPN-
YCTPOUCTB. BapuanTsl IIOCTPOCHUS
3alIMIIEHHBIX KaHamoB VPN. VYrposel mng
VPN. Knaccudukarms VPN-ceTeii.
CoBmenieHue VPN-texHonorui u
MexceTeBoro 3kpana. Hepocratku VPN.

3amuTa
WH(pOpMAITIH B
HuTepHer.
WndopmanmonHast
0e30IMacHOCTh B
YCIIOBHSIX
(yHKIMOHUPOBAHUS
B Poccun
r100alIbHBIX CETCH.

[Ipobnema oGecneuenus: MHGOOPMALMOHHON
OezomacHocTH Tpu pabore ¢ TI0OaNBHOMN
CETBIO WHrepHeT. Wudopmarnmonnas
0e30macHOCTh B YCIIOBUSIX
¢yHkunonupoBanuss B Poccun ri006aibpHBIX
ceret. Yka3 mpesunmenta PO «O mepax mo
obecrieueHnIo WHPOPMAITHOHHON
6e3onacHoct Poccuiickorn ®Penepaunu B
cdepe MeXIyHapOIHOTO MH(POPMAIMOHHOTO
oOMeHay. Yrpo3sl WHPOPMAITHOHHON
OesonmacHoctd mpu pabore ¢ HHTepHer.
Bupycsl, UCIIOJIHSIEMbIE MOJYJIH,
BCILTHIBAIOIIIHE OKHa 17§ pexiiama.
Hcnonp3oBaHuE aHTUBHUPYCHBIX IPOrpaMM U
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MEKCETEBBIX OJKpPaHOB Tpu pabore ¢
WHTepHer. IIporpammubIe cpencTaa
mpoBepku  Tpapmka W OOpROBI ¢
HECAHKIIMOHUPOBAHHBIM  HCIIOJIb30BAHUEM
pecypcoB HHPOPMAILIMOHHOH CUCTEMBI.

9 TunoBast cTpyKTypa

ApXI/ITCKTypa THIIOBOM CHCTEMEI 3allluThbl OT

samutel o7 HC/I. | HEeCaHKIIMOHUPOBAHHOTO JOCTyIa.
VYmpasnenue Unentnduxanus u ayTeHTU(UKAIIHS.
JOCTYIIOM. [laponeHast  ayreHtudukamus.  [IpaBuna

NPUMEHEHUS naposeii. OnHOpa3oBbIe

naponu. IIpuHIMOBI KOHTpONIA JOCTYyTA.
Matpuna goctyna M CIHUCKH  JOCTyTA.
IIponsBonbHOE 51 MIPUHYAUTEIBHOE
ynpasieHne agoctyrnoM. OrpaHnYuBaromIdi
unrepdelic. PoneBoe ynpasneHue 10CTYIIOM.
Kpunrorpapuueckas MIOJICUCTEMA.
IIporpaMMHoO-anmapaTHbIe CPEICTBA 3AIIUTHI
unpopmanuu ot HCJH. VYcrpoiictBa BBOzA
uaeHTH(]-HBIX pu3HaKoB. [IpenmMymiecTBa u
HEIOCTATKH 150.¢ UCIIOJIb30BaHMS.
DIIeKTPOHHBIC 3aMKH.

4. MaTtepunaJbl TeKylero KOHTPOJIsl ycleBaeMoCTH o0y4Jaromuxcs U Gpona

OLCHOYHBIX CPEACTB IO TUCHUIIJINHE

4.1. ®opMbl U MeTOAbI TEKYHIEr0 KOHTPOJSI YCINEBAEMOCTH M IPOMEXKYTOYHOM

aTTeCTalluu.

4.1.1. B xome peamuzauuu JucuUIUIMHBL B1.5.30  «OcHOBBI HMHGOPMALMOHHOI
0e30MaCHOCTH XO3SIHCTBEHHOM /JeATeJbHOCTH» HCIOJB3YIOTCS CleAyomue GopMbl U METOJbI
TEKYILETO KOHTPOJISl YCIIEBAEMOCTH 00YUaIOIIMXCSl:

Ne HaunmeHnoBaHue TeM MeToabl TEKyLIero KOHTPOJIs
n/n (pa3nenioB) ycrneBaeMoCTH
OuHnas popma
[lonstne wHpOpMammu, 3amMTHl  HWHPOpPMAIUK | V eTHEL
Tema 1 | uHpOpMaLMOHHON 0e30macHOCTH. OcHOBHbIE onpoc
COCTaBJISIOIINE.
3aKoHOaTEIbHbIN YPOBEHb nH(pOPMAITMOHHOH
Tema 2 0e30IacHOCTH. KomnbroTepHsie MIPECTYIUICHHUS. VYcerHbli
OTBETCTBEHHOCTh 32  COBEPIIECHHUE KOMIIBIOTEPHBIX ompoc
MPECTYIJICHUH.
Kinaccudukarus atak. [lonstue yrpo3sl. Momens yrpos. V CTHEL
Tema3 | PekomeHmanmu 1o oOecredyeHuto HWHPOPMALUOHHON onpoc
0e30macHOCTH.
OcHoBHBIE TOHATHS Kpuntorpadguu. J[Ba coBpeMeHHBIX N
Tema 4 | HampaBieHUS B KpUTNITOTpaduu. Kraccrueckue onpoc
KPUIITOCUCTEMBL.
Kpunrorpaguss ¢  OTKpHITEIM  KIHOUYOM.  CHCTEMBI
Tena 5 mudpoBaHus, He TpeOymommpe TIepenayd  KIoYa. VeTHbI
DIeKTpOHHAS TOJIITUCH. ompoc
Tena 6 OCHOBHBIE TEXHOJIOTMH HOCTpoeHus 3ammuiieHHbix UC. VCTHBI
MesxceTeBble SKpaHbl. orpoc
Tema 7 Texnomorus VPN-cereil. YcrHbiit
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orpoc
3ammra wuHpopManuu B MaTepHer. MHpopmaumoHHas Vot
Tema 8 | Oe3omacHOCTh B yCIIOBUSX (DyHKIIMOHMpOBaHUs B Poccumn onpoc
rI00aTbHBIX CETeH.
TumnoBast crpykrypa 3amutel or HCJl. YmpaBnenue VYcerHbld
Tema 9 JIOCTYIIOM. orpoc,
TECTUPOBAHUE
3aounas gopma
[onsitue wHpOpManmu, 3anMThHl  WHQOpPMAIUU U VoL
Tema 1 WH(POPMAITIOHHOM 0e301acHOCTH. OCHOBHBIE onpoc
COCTaBJISIOIINE.
3aKOHOATENbHBIN YPOBEHb UHQOPMAIIMOHHOH
Tema 2 Oe3ormacHoCTH. Kommnbrotepusie MIpECTYIUICHUS. VYcTHbIH
OTBETCTBEHHOCTh 332  COBEpIICHHE KOMITBIOTEPHBIX orpoc
IIPECTYIIICHUM.
Knaccuduranus artak. [lonstue yrpo3sl. Mozaens yrpos. N—
Tema3 | Pekomenpauuum 1o oOecrnedeHuto HHGOPMALUOHHON onpoc
0e30MmacHOCTH.
OcHoBHbIE TOHATUS Kpuntorpaduu. IBa cOBpeMEHHBIX Vot
Tema4 | HampaBlleHUS B KpHUNTOrpaduu. Knaccuueckue ompoc
KPUITOCUCTEMBI.
Kpunrorpadust ¢ OTKpBITEIM ~ KitodoM.  CHCTEMBI
Tema 5 mmppoBaHus, He TpeOyromue Tepenadyd  Kiroua. Vet
OneKTpOHHAsI MOAINUCH. orpoc
Tema 6 OCHOBHBIC TEXHOJIOTHH TOCTpOoeHHs 3ammumeHHabx MC. VerHbli
MexkceTeBble KpaHBbl. ompoc
Tema7 | LexHomorus VPN-cereid. VeTHbIi
onpoc
3ammra uHpopManuu B MuTepHer. MHpopmanmoHHas N—
Tema 8 | Ge30MaCHOCTH B YCIOBHUSAX (DYHKITMOHHpOBaHUSA B Poccuu onpoc
r7100aJIbHBIX CETEH.
TunoBas crtpykrypa 3ammtel or HCJ. VYmpasnenue Verubiid
Tema 9 JOCTYIIOM. ompoc,
TECTUPOBAHUC

4.1.2. IlpoMexxyTO4HasI aTTECTAlUs MPOBOIUTCA B (hOpME 3a4eTa METOIOM SJIEKTPOHHOTO
TECTHUPOBAHUSI.

K cnmaue 3adera 1o IUMCHUIUIMHE JOMYCKAIOTCS CTYIEHTHI, MOTY4YUBIIME HE MeHbIne 60
OamnoB mpu Tekymiedl arrectanuu. [Ipy MOAroTOBKE K 3a4eTy CTYJIEHT BHUMATEIbHO
IPOCMATPUBAET BOIPOCHI, IPEIyCMOTPEHHbIE pabodyeil mnporpaMMoil, M 3HAKOMUTHCA C
PEKOMEHIOBAaHHOW OCHOBHOW iuTepaTypoid. OCHOBOM [UIsl CIauyM 3a4deTa CTYJIEHTOM SBISETCS
U3yYeHHE KOHCIIEKTOB OO30pHBIX JIEKIMH, MPOCIyIIaHHBIX B TEYCHHE ceMecTpa, MH(popmMarus,
MOJTyYeHHAasi B Pe3yJIbTaTe CaMOCTOSITENbHOM pabOThl, U MPAKTHUECKUE HABBIKH, OCBOCHHBIEC MPHU
peLIeHNH 3a]1a4 B TEYEHUE CEMECTpa.

4.2. MaTepuaJibl TeKyLIero KOHTPOJIS yCIEeBAeMOCTH.

Tema 1
IMonsiTne uHpopmanum, 3amUTHI HHGOPMANUM U MH(POPMAIIMOHHON 0€30MaCHOCTH.
OcHoBHbBIE cOCTaBJISAIOLINE.
Bonpocs! yeTHoro onpoca:
1. TlonsTne nHpOpMaNyH, 3aIIUTH HHPOPMALIUU 1 UHPOPMAIIMOHHOM 0€30MaCHOCTH.
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2. Haznauenwe u 3amaunm B cdepe oOecrnedeHus: HMHPOPMALMOHHONH O€30MAaCHOCTH HA YpPOBHE
rocyJapcTBa, Ha yPOBHE PETHOHA U Ha JIOKAIBHOM YPOBHE.

3. OCHOBHBIE TTOJIOKECHHUS TCOPUH HHPOPMAITMOHHON 0€30MTaCHOCTH HH(POPMAITMOHHBIX CHCTEM.

4. OcHOBHBIE COCTaBIsIOIIME oObOecreueHuss WHPOPMAMOHHONH Oe30MacHOCTH XO3IHCTBEHHOU
JeSITebHOCTH.
Tema 2

3akoHoxaTeJibHbII ypoBeHb HHGOPMANUOHHOH Oe3omacHocTH. KommnbroTepHbIe

npecrymienus. OTBeTCTBEHHOCTD 32 COBepPIIeHNE KOMIIbIOTEPHBIX NMPeCTYIIeHU .

Bonpocsl ycTHOro onpoca:

BaxxHOCTB 3aKOHOATENBLHOTO YPOBHS HHPOPMAIIOHHOM 0€30MaCHOCTH.

O0630p poccuiickoro 3aKOHOAATENHCTBA B 00JacTH o0ecnieueHnst HHPOPMAMOHHOH O€301IacHOCTH.

3. Jloktpuna wmHboOpManmuoHHOW Oe3zomacHocTH P®, 3akonbl «O rocymapcTBeHHOW TaiHey, «O0
uHQOpMaIH, HTHOOPMAIIMOHHBIX TEXHOJOTHAX U O 3alIUTe HHPOPMALIUI.

4. [lpyrue 3aKoHBI M 3aKOHOAATeNbHbIE akThl. KoHIenus nHQOpMaroHHONW 6€301acHOCTH.

5. OcHOBHbIE HOpPMAaTHUBHbBIE PYKOBOASAIINE NOKYMEHTBI, KAaCAIOUIMECS T'OCYAapCTBEHHOH TalHBI M
KOH(UICHINATFHONH HH(OpPMALUU, HOPMATUBHO-CIIPABOYHBIC JOKYMEHTHl. HopMaTHUBHBIC aKThI
aaMuHHCTpanuu Bonrorpana B o0macTi ”HPOPMAOHHOM 6€30MacHOCTH.

6. Kowmmbiotepuble  mpecTtymiieHus.  OTBETCTBEHHOCTh 32 COBEpIIEHHE  KOMITBIOTEPHBIX
IIPECTYIIEHUI.

7. YrojoBHasg u AIMHUHUCTpATUBHAA OTBETCTBCHHOCTD.

N —

Tema 3
Knaccupukauusa arak. Ilonstue yrpo3bl. Mopgear yrpo3. Pexkomenaauuu mo
o0ecrneyeHUI0 HHPOPMALMOHHOI 0€30IaACHOCTH.

Bomnipocskl ycTHOro onpoca:

[TonsTe aTaku Ha HHPOPMAIIMOHHYIO CUCTEMY.

2. Knaccugukanus atak. Buabl IpOTUBHUKOB WM “HApYIIMTENEH”, MX KIacCH(pUKaIus.

3. Kanmamer yteukum wH(pOpManuu: BU3yaTbHO-ONTHYECKHUHA, aKyCTUYECKHH, DIIEKTPOMATHUTHBIA U
MaTepUalibHO-BEIIECTBEHHBIH.

4. Tlonsarue yrpo3sl. MIcTOYHHKH yrpo3 B UX KIacCUPHUKALIUS.

[TocTpoenue monenu yrpo3 opranuzauuu. [Ipumepst.

6. PyxoBomsmue mokymeHTHI ['octexkomuccuu Poccum (DenepanbHas ciry)k0a 1Mo TEXHUIECKOMY H
9KCHOPTHOMY KOHTPOJIIO) MO 3allUTe OT HECaHKIUOHHUPOBAHHOTO JOCTyMa K HH(OpMAamuu.
CrnenmanbHble TpeboBanus 1 pekomengaunu. Muctpykuus CTP-K.

7. PexkoMeHmaIuu 1o 3aIiuTe KOH(PHUICHIHAIbHOH MHpopMannu. Kiracchl 3allUIIEHHOCTH CPEICTB
BBIUMCIIUTENBHON TEXHUKH W aBTOMAaTH3MPOBAaHHBIX CHUCTEM II0 PYKOBOSIIUM JTOKyMEHTaM
T'ocrexxomuccuu Poccun.

8. Ilokazarenmn 3ammmeHHocTH. CucreMa 3amuThl HWHGOPMAIMM OT HECAHKIIMOHHPOBAHHOTO
JIOCTYyTIA.

9. Pexomenmyemble Mepbl MO OOECIEUEHHIO 3alIMThl MH(GOPMAaLMU B TMpOLEcce SKCIUTyaTaluu
WHGOPMALMOHHON CHCTEMBI.

10. PaspemmuTenbHas cucTeMa Jomycka. PekoMeHmanmud 10 IUlaHy  J0paboTKH  00BEKTOB
MHQOPMATH3alMUd HA COOTBETCTBHE TPEOOBAHHMSAM PYKOBOISIIUX JOKYMEHTOB | OCTEXKOMHCCHH
Poccun.

—_—

bl

Tema 4
OcHoBHbIe TOHATUA Kpunrorpagpuu. JIBa coBpeMeHHBIX HamnpaBJieHUsi B
kpuntorpagun. Kinaccuyeckne KpunrocucreMsl.

Bonpocsl ycTHOro onpoca:

1. HUcropuueckas crpaBka. Bo3MoxkHBIE HampaBieHHUs pPEIIEHMs 3a1auyd OOecreueHHs Iepenadn
CEKPETHOI NHPOPMAIIH.

2. Creranorpadus u kpunrorpadus. BaxxHOCTs kKpunTorpaduu Ipu penieHuH 3a1ad 00ecTeueHUs
UHQOPMAIIMOHHOH 0e30omacHOCTH XO351MCTBEHHOMN JIEATEIBHOCTH 51 COXpaHEHUsA
KOH(pHICHINAIbHON HH(pOpMaHy.
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10.

OcHoBHBIC TIOHATUS Kpunrtorpaduu. [loHsTHE KpuUnTOCHCTEMBI, Kitoua. Bo3MOXKHBIC aTaku Ha
KPUIITOCUCTEMBI, IOHSITHE KPUIITOAHAIH3A.

Hagexxnocte kpunTocucTembl. /[Ba OCHOBHBIX HANpaBIEHHS B COBPEMEHHOW KpUOTOTrpaduu.
Kraccuueckne KpunrocucTeMsl.

OpnHoandaBuTHBIE 1 MHOTOQI()ABUTHBIE KPUITOCUCTEMEI.

Cuctremnl llezaps m Bmxkenepa. Bo3MOXHOCTH KpHNTOAHAIW3a MHOTOAI(aBUTHBIX CHCTEM.
PackpsiTue cucrems! Buxenepa.

HanexxHocTh MHOTOAI(haBUTHBIX CUCTEM. DJIEKTPOMEXaHHUYECKUE MU(POBATbHBIC MAITHHEI.
AOCONIOTHO HaJeKHasE KpunrocuctemMa: “OqHOPa30BBIi OJOKHOT”. BO3MOXHOCTH HCITOTBE30BAHUS
TaKHUX CUCTEM Ha mpaktuke. CTaHAapThl MHM(QPOBAHUS JaHHBIX.

Kpunrocucrema DES. Poccuiickuii crannapt mmdpposanus ['OCT 28147-89. IIpobnema Bridopa
HAJC)KHONU KPUIITOCUCTEMBI JJIS 3aLUTHl CBOUX JAHHBIX.

[TepcnexTrBHI pa3BuUTHSA KpunToananusa. [Ipodaema momHOTO Iepedopa BeexX KITF0UCH.

Tema 5
Kpunrorpadgusi ¢ orkpbiThiM KIKW4YOM. CucTeMbl M(POBaHUS, He Tpedyrolne

nepeavyu KJI04a. JJIeKTPOHHAS NOANKCh.

PN AW

N =

Bomnpocsl ycTHOro onpoca:

Cucrtemsl mn¢ppoBanus, He TpeOyOLIIe Nepeaadn KIya.

[IpobnemMBbl MUCTIONB30BAaHUS TaKUX CHUCTEM. IIpOTOKON HWCIMOIR30BaHUS CHCTEMBl «OTHOPa30BBIi
OJIOKHOT», HE TpeOYIOUMil MepBOHAYAILHOTO OOMEHa CeKpeTHhIMH Kiodamu. Kpunrtorpadus c
OTKPBITHIM KJIIOUOM.

[ToHsATHE OTKPBITOTO U CEKPETHOro Kito4a. [IpaBuia ux ncnonbp30BaHUs.

HpI/IHIII/IHI)I MMOCTPOCHUA KPUIITOCUCTEM C OTKPBITHIM KITFOUOM.

W3BecTHBIE KPUITOCUCTEMBI C OTKPBITHIM KIIIOUOM U UX anropuTmsl. Cucrema RSA.

JnuHa Ki1roya B KpUOTOrpaduy ¢ OTKPBITBHIM KITIOUOM.

OnHOCTOPOHHSS (PYHKIHMS, BO3MOKHOCTD €€ MCIIOJIb30BaHUS.

3J’I€KTpOHHa$I IMOANKXCH U MPUHIUIILI €€ IPUMCHCHHA.

Tema 6

OcHoOBHBIE TeXHOJ10TUM NOcTpoeHus 3amueHHbIXx UC. MexceTeBble 3KpPaHbI.
Bomnpocs! ycTHOro onpoca:

OCHOBHBIE TEXHOJIOTUU MOCTpoeHUs 3amuiieHusx MC.

[TonsTne MexxcereBoro 3kpana. IlpaBmia GuIbTpaud ¥ MPUHITUIE UX TpUMEHEHHs. |lakeTHbIE
¢wibTpeL. [TonuTHKa ceTeBoit 6e30MacHOCTH.

[MomuTHka peanu3aluu MEXKCETEBBIX 3KpaHOB. (DyHKIMOHAIBHBIE TPEOOBAHUS K MEXKCETCBBIM
JKpaHaM U UX KOMIIOHEHTHI.

110381 CEaHCOBOTO M MPUKIIATHOTO YpoBHS. HOBBIE (hyHKIIMK OpaHIMayd3pOB.

CxeMbl OpraHu3alid MEXCETEBBIX SKpaHOB. OCOOCHHOCTH Pa3IUYHBIX CXEM peallh3aliu, UX
MIPEUMYIIECTBA ¥ HEJOCTATKH.

[Ipo6aemMBbI, CBSI3aHHBIC C MEKCETEBBIMH KPAHAMH.

TpeOGoBaHus K MEXKCETEBBIM SKpaHaM

Tema 7

Texnosorus VPN-cereit.

Bonpocs! ycTHoro onpoca:

TexHonoruss 0oObEOUHEHMs JIOKAJBHBIX CETEd M OTAENbHBIX KOMIIBIOTEPOB Yepe3 OTKPBITYIO
BHEIIHIOIO CpeAy Iepeladd AaHHBIX B €AMHYIO BHPTYaJbHYIO CETh, 00E€CHEUMBAIOIIYIO 3ALIUTY
UH(QOPMAIIMOHHBIX TTOTOKOB WJIH TexHOorusi VPN-cereii.

Oco6ennoctu VPN. Tynnens VPN. TynHenupoBanue u ero 0coOEHHOCTH.

OcHoBHbIe pazHOBUAHOCTH VPN-ycTpoilcTB mo TexHuyeckoil peanuzanuu. Poau VPN-ycTpolcTs.
BapuaHnTbl nocTpoeHus 3aluiIeHHbIX KaHaioB VPN,

Yrpo3sl aiiga VPN. BapuaHTsl 3a1IUIIIEHHBIX COETMHEHUIA.

Knaccudurammst VPN-cereii. CoBmemenue VPN-TeXHOJIOTHII M MEXCETEBOrO  3KpaHa.
Henocratku VPN.
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Tema 8

3amura nHpopmannu B UnTepHer. UHdopmannonHas 0e30macHOCTh B YCJIOBHSX
(pynxuuonuposanus B Poccnu riiodajibHbIX ceTeil.

Bonpocsl ycTHOro onpoca:

1. IIpoGmema obOecrnedeHns WHPOPMAITMOHHOW OE30IaCHOCTH TIPH padOTe ¢ TIIOOATBHON CETHIO
Hurepner.

2. HWundopmanmonHas 6e30MaCHOCTh B YCIOBHAX (PyHKIMOHUPOBaHMS B Poccuu rmoGanbHbIX ceTel.

3. Vxka3 npe3uaentra PO «O Mepax mo obdecriedeHNI0 HHPOPMAITMOHHONW Oe3omacHoCTH Poccuiickoi
Oenepanmu B chepe MEKIYHAPOIHOTO WHPOPMAMOHHOTO 0OMEHa». YTPOo3bl MH(POPMAIIHOHHOM
Oe3onacHocTH mpu padote ¢ MHTEepHeT.

4. Bupycsl, UCTIONHAEMbIC MOYJIH, BCILUTBIBAIOIIME OKHA U pekiaMa. Vcrnonb30BaHne aHTHBUPYCHBIX
MIPOTrpaMM M MEXKCETEBBIX 3KpaHOB Tipu padote ¢ HTepHeT.

5. IlporpammHBIE CpeiACTBa TNpOBepkH Tpaduka u  OOpeOBI C  HECAHKIIMOHHUPOBAHHBIM
HCTIONB30BaHUEM PECYPCOB HHPOPMATMNOHHON CUCTEMBI.

Tema 9
Tunosas crpykrypa 3amutsl or HCJI. YnipaBJienue 10CTynom.
Bonpocsl ycTHOro onpoca:

1. ApxuTeKTypa TUIOBOH CHCTEMBI 3alIUThl OT HECAaHKIIMOHUPOBAHHOTO AocTymna. Mnentudukanys u
ayTeHTU(UKAIIHS.

2. TlaponbHas ayrentudukanus. [IpaBuna npuMeHeHNs TapoJeH.

3. Opnopazosbie mnaponu. Cepep ayreHTH(dukanuu. Iloacucrema ympaBieHHS —TOCTYIIOM,
MOJICUCTEMA PETUCTPAINH U yUeTa.

4. IlpuHuunsl KOHTPOJA focTyna. MaTpuia 1ocTyna U CIIUCKH 10CTyIa.

5. Ilpou3BonbHOE M IPUHYIUTEIBHOE yNpaBieHue A0cTynoM. OrpaHuunBaromuii uHTepgeiic.

6. PoneBoe ympaBinenue poctynoMm. CraTudeckoe M JUHAMHYECKOE pAacCIpeieICHUE PpOJeH.
IMoacucrema obecnedenus nenoctHocTd. Kpunrorpaduueckas noacucrema.

7. IlporpamMmHo-anmapaTHble cpencTtBa 3amuTel uHGopmauuun ot HC/. VYcrpoiictBa BBoza
WACHTU(QUKALMOHHBIX Tpu3HakoB. Kilaccuukanus ycTpoicTB BBOJA HACHTH()HUKALMOHHBIX
npu3HaKkoB. bromerpuueckne ycTpoWCTBa BBOJA HIECHTH(QHUKAIMOHHBIX TPHU3HAKOB M HX
KJIACCU(DUKAITHSL.

8. IlpeumyiuecTBa M HEAOCTATKH MX UCIOJIb30BaHMsA. KOMOMHNpOBaHHbBIE YCTPONUCTBA. DIEKTPOHHBIE
3aMKH.

UTOI'OBBIN TECT IO KYPCY
«OcHOBBI HH(POPMALMOHHOM 0€30IACHOCTH X035 CTBEHHOM 1eATeJTbHOCTH

DJEKTPOHHBIN TECT NPEACTaBIsIET COOON 3aaHUs C BBIOOPOM TOJIKO OHOTO MPaBUIILHOTO
OTBETa U3 NpeUI0KEeHHBIX. Pe3ynbraT nporpamma Unitest BBIBOIUT B IPOLICHTAX.

1. Kpunrorpadus 3to

A) Hayka o MeToJjax mpeoOpa30BaHus JaHHBIX, HAIPABICHHBIX Ha TO, YTOOBI CAETATh 3TH JTaHHBIE
Oecrone3HbIMU AJ11 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o meTogax u cnoco0ax packpsITus muppoB

C) COBOKYITHOCTb METOJIOB, CKPBIBAIOIIUX (PAKT Mepeayu CeKpeTHON MH(GOpMaluu 3a OTKPBITOM
uHpopmanuen

D) coBOKYNMHOCT, METOJOB, 00O€CIEeUMBAIONIMX aOCOIIOTHYIO HAJECKHOCTh KaHala Nepenadu
JAHHBIX OT TepexBara

E) nayka o MmeToniax coznanusi uupoBoii MOANUCH

2. Kakasi M3 cJIeyIOIIHUX KPUNTOAHAJIMTHYECKUX aTAK CYUTaeTcs HauboJiee ONacHom?
A) pH HaTUYUK TOJBKO OJHOTO 3alIM(PPOBAHHOTO (pparmeHTa
B) npu Hannunu 60mb1oro Habopa 3amuppoBaHHBIX (parMeHToOB
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C) npu HanuuuK pparmMeHTa OTKPHITOTO TEKCTA U COOTBETCTBYIOLIETO €My KPUITOTEKCTA

D) npu uzBectHoM MeToze muppoBaHUs

E) npu Bo3MOXHOCTH BbIOOpa JIFOOOTO OTKPBITOIO TEKCTA U MOJyYEHHUH COOTBETCTBYIOILETO MY
KpUIITOTEKCTA

3. CKoJIBKO pa3Iu4HbIX KiI04Yeld B cucreme Ile3aps npu ucnosib30BaHUHU MOJHOIO PYCCKOI0

ajagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. YTo sBJIsIeTCH KJIHOY0M B Kpunrocucreme Bu:kenepa?

A) moboe 1pobdHOe YHCIIO

B) BenmumHa cBUTa UCXOMHOTO aldaBuTa

C) nepecraBieHHbIN anaBUT

D) cnyuaiinas mocienoBaTeasHOCTh OYKB, paBHAs JJIMHE COOOIIECHUS
E) mo6oe cioBo

5. Kakasi u3 nepe4yucJIeHHbIX KPUNITOCHCTEM SIBJISIETCS] CHCTEMOM € OTKPBITBIM KJII0Y0M?
A) DES D) I'OCT 28147

B) RSA E) Ue3aps

C) DHurma

6. Moxuno jgu B mporpamme PGP Bocmo/ib30BaThesi 4y:KHMM OTKPBITHIM KJIHOYOM JJIA
pacmngpoBanud HH(POPMALHH.

A) na

B) mer

C) na, eciu U3BECTEH TOT MApPOJIb

D) na, ecnu monb3oBaTenb JacT mpaBa Ha pacuiM(poBKy ero MH(opMamuu M COOOLIMT CBOM
apoJb

E) na, ecnu nepeGpath Bce KIIOUYH

7. Kak pacKkpbIBalOTCsi KpUNITOCHCTEMBI 0HOAI(paBUTHOMH 3aMeHbI?
A) Takue cUCTEMbI PaCKPBITh HEJIb351

B) nmonusiif nepedop kimroueit

C) ananu3 yacToT BCTpeyaeMbIX OyKB

D) nepe6op coobienmit

E) nepecranoBku OyKB KpUNTOTEKCTA

8. Kpunroanaius 3to

A) Hayka 0 MeTo/1aX mpeoOpa3oBaHus JaHHBIX, HAPABJICHHBIX Ha TO, YTOOBI C/IENaTh STH JaHHBIC
0ecIoNe3HBIMU TSl HECAHKITMOHHUPOBAHHBIX JIUI]

B) nayka o MeTogax u cnoco6ax packpbITus mudpos

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepesadn CEKpEeTHON MH(GOpPMAIMK 32 OTKPBITON
uHpopMaruein

D) cOBOKYNMHOCTH METOHOB, OOECIEUMBAIOMINX AOCOMIOTHYIO HAAEKHOCTh KaHaja Mepenadyn
JaHHBIX OT TepexBara

E) nayka o MeTonmax co3nanus nupoBOi MOIMTUCH

9. Uto saiBJsieTcs KiI04YoM B kpunrtocucreme Iesaps?
A) nroboe coBo
B) mo6oe uncio
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C) BenMuMHA CIBUTA UCXOIHOTO andaBuTa
D) nepecraBnennslii andaBut
E) cnyuaitnas mocienoBaTeIbHOCTh CHMBOJIOB

10. KakoBa nniuna kiaw4a B cranaapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 6ur
B) 64 6ur E) 2048 6ut
C) 56 6ut

11. Ha cj0:kHOCTH pelleHHs1 KaKOH MaTeMaTH4YecKOi 3aa4i ocHOBaHa cucteMa RSA?

A) KOJIBI HCTIPABJISIONINE OMIMOKH

B) nuckpetHslii norapudpm

C) 3agaya “o prok3ake”

D) pasnoxxeHnne 60bIINX YKCEN HAa IPOCThIE MHOKUTEH
E) cnoxxenue mo momynto 1Ba

12. Kpunrorpadguyecknii mpoToKoJI 3T0
A) metop muppoBaHUs JaHHBIX

B) meton kpunroaHanusa JaHHBIX

C) MeTox mepexBarta JaHHBIX

D) anroputm o6MeHa nHpopManrei MeXay pa3InYHbIMUA YYaCTHUKAMU IIPU CEKPTEHOM nepeaayue

JTAHHBIX
E) ocobas xpuntocuctema

13. Kpunrocucrema «OnHopa3oBbiii 0J1I0KHOT» 3TO:
A) nepecTaHOBOYHas cUCTEMA

B) onnoandasuTtHas cuctema npocToi 3aMeHbl

C) mHoroangaBuTHas cuCTeMa

D) cucreMa ¢ OTKpBITBIM KIHOYOM

E) Takoii cuctemsl HE CyIIeCTByeT

14. Kakoii naposb HanGoJ/1ee HaJlesKeH?

A) @amMuamus noJib30BaTENs

B) ®paza u3 kauru

C) cnyyaiiHas mociae10BaTeNbHOCTD U(P

D) cnyuaiinas nocienoBaTenbHOCTh OYKB

E) ciyuaiinas mocneioBaTeabHOCTh POU3BOJIBHBIX CHMBOJIOB

15. KakoBa nninna kiaw4a B cucreme mugposanusa DES?

A) 256 6ut D) 1024 our
B) 64 our E) 512 our
C) 2048 our

16. Kpunroreker 310

A) TEKCT UCXOHOTO COOOIIECHHUS

B) tekcT 3ammdppoBaHHOTO COOOIICHHS

C) nmaposnb

D) TekcT, nmosy4eHHbI Ipu KpUNTOAHAIIN3E
E) knrou

17. Taitnonuck (creranorpadmusi) 3To
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A) Hayka o MeToJjax mpeoOpa30BaHus JaHHBIX, HAIIPABICHHBIX Ha TO, YTOOBI CAETIATh 3TH JIaHHBIC
Oecrone3HbIMU AJ1 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nHayka o meToaax u cnoco0ax packpbITus mU(ppoB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIUX (AKT Mepeaayu CeKpeTHOM MH(pOpMalnu 3a OTKPBITOMN
uHpOopMaLuei

D) coBOKymHOCTP METOAOB, OOECNEUMBAIOMUX AOCONIOTHYIO HAJEKHOCTh KaHajla Mepenadu
JTaHHBIX OT IepexBaTa

E) nHayka o MeToniax coznanusi 1M poBoii MoANucU

18. YUrto no3BoJsier onpeaeauTb Mmetoa Kasucku npu kpunroanaaunse cucrembl Bu:kenepa?
A) mapoib

B) oTKpbITHIN TEKCT

C) meron mmppoBaHus

D) nnmuny naposs

E) mnHy oTKpBITOrO TEKCTA

19. Kakas xpunrocucrema o0ecnmeuynBaeT a0COJNIOTHYI0 HAaJAeKHOCTh 3alllUTBI INPH
NPaBUWIBHOM €€ MCI0JIb30BAHUM?

A) DES D) OnHopa3oBblit OJI0KHOT

B) RSA E) Buxenepa

C)T'OCT 28147

20. O0ecneunBaeT JiM NapoJb Ha BxoA B Windows HaJeKHYI0 3aIlIUTYy KOMIIbIOTepa?
A) na

B) met

C) npu miune naposst 6osee 10 cuMBOIIOB
D) npu ciny4aitHom napousie
E) npu perymisipHoii cMeHe naposist

Ixajna oneHUBaHUA
YcTHBI onpoc

YpoBeHb 3HaHMI, YMEHHH M HAaBBIKOB OOYYAroOIIETOCs MPU YCTHOM OTBETE€ BO BpeMs
TEKYIIETO KOHTPOJS omnpenensiercsi oneHkaMu «OTiudaHo»/ «Xopomioy/ «Y I0BIETBOPUTEIEHOY/
«HeynoBneTBOpUTENBEHOY.

B Bonarorpaackom uHctutyTe yrnpasinenus — ¢punuane PAHXul'C npunsta cnegyromas
IIKaJia COOTBETCTBUS PEUTHHTOBBIX OIICHOK MATHOAIIILHBIM OIICHKaM:

- 90 — 100% — «oTuuHO» (5);

=75 — 89% — «xoporioy (4);

- 60 — 74 — «ynoBnerBopuTeabHO» (3);

- meHee 60% — «HEeyIOBIETBOPUTEIHLHOY (2).

YpoBeHb 3HaHMI, YMEHHH M HAaBBIKOB 00YYaroIIErocs MpU YCTHOM OTBETE BO BpeMs
MPOBEJCHUS TEKYIIEro KOHTpous ompeneisercss Oamiamu B nuana3zoHe 0-100 %. Kpurepusmu
OLICHMBAHMUS IPU IPOBEJEHUM YCTHOIO ONpoOca SBISAETCS JIEMOHCTpALUsi OCHOBHBIX
TEOPETHUUECKUX IMIOJIOKEHUM, B paMKax OCBaMBa€MOM KOMIETEHIMH, YMEHHUE IPUMEHSTH
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MNOJIYUCHHBIC 3HAHHA Ha IIPAKTHUKE, OBJIAACHHUC HABbIKAMMU aHAJIM3da W CUCTCMATU3alUU

nH(pOpMaLINH.

HpI/I OLICHUBAHNU PC3YJIbTATOB YCTHOI'O OIIPOCA UCIIOJIB3YCTCA CICAYIOIIAA MKajla OIICHOK:

100% — 95%

CTYACHT TJNyOOKO TIOHMMAaeT TPOWICHHBIM MaTepuan, OTBEYaeT 4YETKO U
BCECTOPOHHE, YMEET OLEHUBATh (DaKThl, CAMOCTOATEIBHO PACCYkAAET, OTIUYAETCS
CIOCOOHOCTBIO  OOOCHOBBIBATH  BBIBOJBI, Pa3bsACHATH MX B  JIOTHYECKOU
MIOCJIEI0BATEIbHOCTH;

94% — 90%

CTYACHT TJNyOOKO TIIOHMMAaeT TPOWICHHBIM MaTepuan, OTBEYaeT 4YETKO U
BCECTOPOHHE, YMEET OLEHUBATh (aKThl, CAMOCTOATEIBHO PACCYXkAAeT, OTIUYAETCS
CIOCOOHOCTBIO  OOOCHOBBIBATH  BBIBOJBI, PAa3bsACHATH MX B  JIOTHYECKOU
MIOCJIEI0BATEIBbHOCTH, HO JOIYCKAET OTAEIbHbIE HETOYHOCTH;

89% — 85%

CTYACHT TJIyOOKO TIOHMMAaeT TPOWICHHBIM MaTepuan, OTBEYaeT 4YEeTKO U
BCECTOPOHHE, YMEET OLEHUBAThH (DAaKThl, CAMOCTOSATENIBHO pacCyXJaeT, OTINYaeTcs
CIOCOOHOCTBIO  OOOCHOBBIBATH  BBIBOJBI, PAa3bsACHATH WX B  JIOTHYECKOU
M0CJIeI0BATEIbHOCTH, HO IOIYCKAET HEKOTOPbIE OIMOKHM OOLIEro Xapakrepa;

84% — 80%

CTYACHT XOpOLIO IMOHMUMACT HpOfII[eHHBIfI Marcepuraji, HO HEC MOXKET TCOPCTHYCCKU
000CHOBAThH HCKOTOPLIC BEIBOADBI;

79% — 75%

CTYACHT OTB€YACT B OCHOBHOM IIPaBUJIBHO, HO 4YYBCTBYCTCA MCXAaHHUYCCKOC
3dy4YHMBAHNC MATCpHAJIa,

74% —70%

B OTBCETC CTYACHTA HMCIOTCA CYIICCTBCHHBLIC HCEAOCTATKH, MaTCpHUal OXBA4YCH
HCIIOJIHO, B PACCYKACHHUAX JOIIYCKAKOTCs OIJ_II/I6KI/I,

69% — 65%

OTBET CTYJCHTAa TMPAaBWICH JIMIIb YacTUYHO, TMPH pPa3bACHCHWH MaTepHalia
JIOTTYCKAIOTCS CePhE3HBIC ONIMOKH;

64% — 60%

CTYJICHT UMEET 0011Iee MpeICTaBIEHHEe O TeMe, HO HE YMEET JIOTUYECKH 000CHOBAThH
CBOHU MEICIIH;

Memnee 60%

CTYACHT UMCCT JIMIIb YaCTUYHOC IMMPCACTABICHUEC O TEMCE.

TecrupoBaHue

YpoBeHb 3HAHWH, YMEHHI W HAaBBIKOB OOYYArOIIErocsl MPU YCTHOM OTBETE BO BpeMs
MPOBEICHUS TEKYIIEro KOHTpoJsi ompenensiercss Oamtamu B nuamazone 0-100 %. Kpurepuem
OILICHUBAHMS TIPU TPOBEICHUH TECTUPOBAHMSI, SBISICTCS KOJMYECTBO BEPHBIX OTBETOB, KOTOPHIE
JaJI CTYJICHT Ha BOIMPOCHI TecTa. [Ipu pacuere KonwuecTBa OaJUIOB, MOTYYEHHBIX CTYJICHTOM II0
UTOTaM TECTUPOBAHMSI, UCTIONB3YETCs Cienyromas popmyia:

rac

E=£x100%,
0

b — xonuuecTBO 63.J'IJ'IOB, MOJIYYCHHBIX CTYACHTOM IO UTOT'aM TCCTUPOBAHUA;
B — xonndgecTBO BCPHBIX OTBECTOB, JAHHBIX CTYJCHTOM Ha BOIIPOCHI TECTA,
O- 061uee KOJIMYCCTBO BOIIPOCOB B TECTC.

IIpoBepka pedepara

YpoBeHb 3HAaHUN, YMEHHH U HaBBIKOB 0OydYarollerocs IpH MpoBepke pedepara BO
BpeMsl MPOBEACHHUS TEKYIIEr0 KOHTPOJs ompeneisercs Oamnamu B auanazone 0-100 %.
Kpurepusmu oueHuBaHusi Tpu TpoBEpke pedepara SBISETCA JIEMOHCTpAIMs OCHOBHBIX
TEOPETHUUECKHUX MOJOKEHU, B pAMKAaX OCBaMBAEMOW KOMIETEHIIUH.

HpI/I OLICHUBAHWU PE3YyJIbTATOB YCTHOI'O OIIPOCA UCIIOJIB3YCTCA CICAYIOIIA Kajla OICHOK:
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VYyamuiicss TeMOHCTPUPYET COBEPIIEHHOE 3HAHHE OCHOBHBIX TEOPETUYECKUX TOJIOKEHUH, B

100% - 90° ;
00% - 90% paMKax 0CBanBa€MOU KOMIICTCHIIUU.

anmnﬁcsl JACMOHCTPUPYCT 3HAHUC OOJIBIIIE YaCTH OCHOBHBIX TCOPETUUCCKUX HOHO)I(GHI/Iﬁ, B

89% - 75% o
paMKax 0CBauBaeMOIl KOMIETEHINH.

y‘-laHlHﬁCH JACMOHCTPUPYCT JOOCTATOYHOC 3HAHUC OCHOBHBLIX TEOPETUYCCKUX HOHO)I(GHI/Iﬁ, B

4% - 60° ;
74% - 60% paMKax 0CBanBa€MOU KOMIICTCHIIUU.

y‘laHIHﬁCSI JACMOHCTPUPYCT OTCYTCTBUC 3HAHUA OCHOBHBIX TCOPETUUCCKUX HOHO)KGHHﬁ, B paMKax

meHee 60% N
0CBanMBAEMOM KOMIIETEHIMH.

4.3. OueHo4YHbIE CPEACTBA AJsI IPOMEKYTOYHOM aTTEeCTALIUM.

4.3.1. IlepeyeHb KOMIIETEHINI C YKa3aHHEM 3TANOB UX (POPMUPOBAHMS B IPOLIECCE OCBOCHUSA
oOpa3oBaTeqbHOIi mporpammbl. [loka3aTesm W KpUTepUH OUEHUBAHHUS KOMIIETEHIIHI C y4eTOM
Trana ux popmMupoBanus

Kon HanmMenoBanue Kon HanmMenoBanue srana
KOMIICTCHLIHH KOMIETEHINH JTara OCBOCHHA OCBOEHHSI KOMIIETSHIINN
KOMIICTCHIIUN

OIIK-1 CIIOCOOHOCTh peIlaTh CTaHIAPTHHIC OIIK-1.3. Peanu3zaiiis OCHOBHBIX MPUHITUTIOB H
3a7a4u npodeccoHaNbHON IIOJIOKEHUH HH)OPMAIMOHHON
JEATEIILHOCTU Ha OCHOBE 0e301macHOCTH X035 CTBEHHOU
uHGOPMAIMOHHOM u JIeSITEJIbHOCTH. .
O6ubmorpauueckoil  KyJIbTypel €
MIPUMEHCHHEM HH(POPMALMOHHO-
KOMMYHHUKAITMOHHBIX TEXHOJIOTHH U C
Y4eTOM  OCHOBHBIX  TpeOoBaHHI
HHOOPMAIMOHHON 0€30IMaCHOCTH

Onucanne noka3areseii 1 KpUTepHeB OLeHUBAHUSA KOMIIETEHIIMH HA Pa3JIMYHBIX ITanax ee GopMupoBaHuUs

JTan ocBoeHNns Ioxa3zaTenn Kpurepnii
KOMIIeTeHI[UH OLleHHBAHUSA OLleHHBAHUS
OIIK-1.3. Mertojpl 1 criocoObl obecrieueHns MHGOPMAMOHHON [[leMOHCTpalusi ~ 3HaHMKW  OCHOBHBIX
Peanuzanus 6e30IacHOCTH B MPO(ECCHOHANBHOIN JEATENbHOCTH. TEOPETUYECKHMX IOJIOKEHUI B MOIHOM
OCHOBHBIX UT B cucreme Mep 3ammrel HHOOPMALHH. |pGheMe
TIPUHIIUIIOB n | HopmatuBHbIE TOKyMEHTHI I10 3aiuTe HHpOpManuu 1
TIOJI0KEHHUH OpraHM3anysi  COOTBETCTBYIOIIMX  OTHIEJIIOB B
nHPOpMaNMOHHON |opranm3anuax. CoBpeMEHHbIE METOJbl  3aIUTHI
0e30macHOCTH UH(OPMALIUK OT HECAHKIMOHUPOBAHHOTO JJOCTYTA.
XO035IUCTBEHHOU Hogeie WH(POPMALIOHHEIE u
JesATEeITbHOCTH. TENeKOMMYHHKAIIHOHHbIE ~ TEXHOJIOTUH; OCHOBHBIC
METOLOB KpHUNTOrpaduu; MPOTpaMMHBIC CpPEACTBA
3alUTel  MHGOPMALMM;  IPOTOKOJIBI  3aIUTHI
nHpopManum.
Camoo0yueHne B COBPEMEHHBIX KOMIBIOTEPHBIX [YMEHHE  IPUMEHATH  3HAHUA  HA
cpeAax;  BBUIBICGHME  ONACHOCTH W YIpO3bl [IPAKTHUKE B MOJHOM Mepe
nHpopMaMOHHON  0e30macHOCTH;  NPUMEHEHHe

OCHOBHBIX ~ METOJI0OB M  NpOrpaMM  3aIlIUThI
nH(pOpMaLNK; UCIIOIL30BAaHUE METOJOB M CHOCOOOB
obOecricucHUss WH(POPMANMOHHOW OE30MaCHOCTH €
LEeNbl0  TPENOTBPAICHHUS HECaHKIMOHWPOBAHHOTO
JOCTyma, 3JIOYMBIIUICHHOH  MOAU(DUKALNK  HIH
yTpaTel  ciuyxeOHOW  wmH(popMmarmm; pabora ¢
COBPEMEHHBIMH METOJAaMH 3aIlUThl MHOPMALUH OT
HECaHKLOHUPOBAHHOTO JOCTYIIA.

CaMOCTOATENPHO — peIlaTh  3afadyd  [peIMETHOH
001acTH Ha MEPCOHATFHOM KOMITBIOTEPE C MOMOIIBIO
HOBBIX UH(pOpPMaLMOHHBIX TEXHOJIOTHii u
COBPEMEHHBIX MH(OPMAIIMOHHBIX CUCTEM; paboTaTh C
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MIPOrPaMMHBIMH CPEICTBAMU 3aIUThI HH(pOpMALIUH.

Brnanenne KpUnTorpaduyecKoi u (CBobogHOE BJIaJi€HUE

OCHOBHEIMH ~METOJAaMH W CpEICTBAMH  3alIWUTHI [BEIOpAHHOH cdepe
nHpopMmanuu. PaboTra ¢ COBpEMEHHBIMH METOJaMHU
3aIMUTBl MH(QOPMAIMU OT HECAaHKIHUOHHPOBAHHOTO
JOCTYyTIA.

CaMocTosITeIbHOE ~ pelIeHHe 3agad  [peIMETHOH
o0JIacTH Ha NEPCOHAILHOM KOMIIBIOTEPE C OMOIIbIO
HOBBIX MHPOPMAMOHHBIX TEXHOJIOTUH u
COBPEMEHHBIX MH(OPMAIIOHHBIX CHCTEM; OCHOBHBIX
MeTonoB Kkpuntorpaduu. Pabora ¢ mporpaMMHBIMA
cpeacTBaMM  3amMThl  MHpopMammu. Pabora ¢
MPOTOKOJIaMH 3alUThl HH(QOpPMAIIHH.

HaBBbIKaMH|

CTeFaHOFpa(bI/I‘ICCKOI\/'I 33H.[PITOI7[ I/IH(I)OpMaI_II/II/I; aHaJIn3a n CUCTEMATHU3allu B|

e Al

4.3.2 TunoBble OLIEHOYHbIE CPEICTBA

Bomnpocsl k 3aueTy o IMCUMUILINHE
«OcHOBBI HHPOPMALMOHHON 0€30ITACHOCTH X0351iICTBEHHOM 1eATeJILHOCTH»

[TonsTre 3amuTh HHGOPMAITUU U HHHOPMAIITMOHHON O€30MaCHOCTH.
OCHOBHBIE COCTABIIAIONINE HHPOPMALIMOHHON O€30MaCHOCTH.
3aKoHOMATENbHBIN YPOBEHb HH(POPMAITMOHHOW 0€301MacHOCTH.
KomMmnprorepHsle IpecTyIeHusl.

[TonsATHE aTaku Ha HUHPOPMALIMOHHYIO CUCTEMY .

Knaccudukanus arak.

Buipl TpOTUBHUKOB WK ““HApYIIUTENEH’, UX KiaccuuKaius.
Kanane! yreuku uadopmarum.

[TonsiTe yrpo3sl.

VICTOYHMKH yTpo3 U UX KJIACCH(PHKAIIHS.

Mogens yrpos.

AHanu3 BO3MOXKHBIX CITIOCOO0OB HapylIeHUH NHPOPMAIITMOHHONW CUCTEMBI.
[TonuTrka 6€30MACHOCTH U €€ peaan3aiusl.

OcCHOBHbBIE IOHATHS KPUITOTpaUH.

JIBa OCHOBHBIX HaINpaBJeHMsI B COBPEMEHHON KpUNTOrpaduu.
Knaccudeckue kpunrocucTeMsl U UxX kiaccuduxanus. [Ipumeps.
Kpunroanann3 MHOroan(aBUTHBIX CUCTEM.

Kpunrocucrema: “OnaHopa3oBblii 6JOKHOT .

CrangapTel MG POBaHUS JaHHbBIX.

Cuctemsl mudpoBaHus, He TpeOYIOLINE Nepeaayy KIItoya.
Kpunrorpadus ¢ OTKpbITEIM KIIFOUOM.

DNEeKTpOHHAs MOJIUCH U IPUHLIMIIBI €€ IPUMEHEHMS.
PykoBogsmue nokymentsl I'octexkomuccnn Pocenn.

Wuctpykuus CTP-K. Pekomennaruu mo 3amure KOHQUISHINATbHON HH(OpMAIHH.

PazpemmrensHas cucrema qomycKa.

MexceTeBble SKpaHbl.

Texuomorus VPN-ceTei.

Yrpo3sl uHDOPMALIMOHHOW O€30MacHOCTH MpH padote ¢ IHTepHeT.
ApPXHUTEKTypa TUIIOBON CUCTEMBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
Wnentudukanus u ayreHrudukanus. [laponsHas ayreHTUDUKALINSA.
[Toacuctema ynpaBieHus 10CTymnmoM. MaTpuiia 10CTyna v CIIHCKH JOCTYTIA.
[IporpamMmmMHo-anmapaTHble cpeacTBa 3amuThl nHGopmarmu ot HCJI.
YcerpoiicTBa BBOAA HACHTU(PUKAIIMOHHBIX PU3HAKOB.
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34. KommnekcHbli moaxo/1 K o0ecredeHno HHPOPMALMOHHOM 0€301acHOCTH OpraHU3alny.
35. [lepcrieKTUBBI pa3BUTHUS TEXHOJIOTUN oOecnieueHns HH(POPMALMOHHON O€30MaCHOCTH.

IIIkana oneHUBaHUA

YpoBeHb 3HaHMI, YMEHHH M HAaBBIKOB OOYYAroOIIETocsl MPU YCTHOM OTBETE€ BO BpeMs
MPOMEXKYTOYHOW  aTTECTAIIMM  OMPENEISICTCS  OIEHKAMH  «3a4TCHO» WM  «HE3a4yTEHOY.
Kputepussmu oreHMBaHUS Ha 3a4eTe SBISETCS JEMOHCTpAIMsl OCHOBHBIX TEOPETHUECKUX
TTOJIOKCHUH, B paMKaX OCBAaMBAEMOW KOMITETEHITMH, YMEHHUE MMPUMEHAThH TMOJTYYCHHBIC 3HAHUS Ha
npakTuke. Jisg AucuuruinH, (GopMOM HTOTOBOTO OTYETAa KOTOPBIX SIBISETCS 3a4eT, MPHUHSATHI
CJICYIOIINE COOTBETCTBUS:

60% - 100% - «3auTeHON;

Menee 60% - «He 3aUTCHOY.

[Ipu ouleHMBaHNM PE3yIbTATOB YCTHOI'O OMPOCA UCIIONIB3YETCS CIEAYOMIas IKala OLEHOK:

OOyyJaromuiicss IEMOHCTPHPYET COBEpPIIEHHOE 3HAHWE OCHOBHBIX TEOPETUYECKHX
100% — 90% MOJIOXKCHUH B paMKaxX OCBAaWBAaeMOW KOMIIETCHIIMHM, YMEET MPUMEHATH IOIydYCHHBIC

0 — 0o
3HaHWSA Ha TPaKTUKE, BIAJCeT HABBIKAMU pEIICHUs MPO(EeCCHOHANIBHBIX 3a7ad C

HCIIOJIb30BAHHEM I/IH(bOpMaHI/IOHHO-KOMMYHI/IKaIII/IOHHBIX TEXHOJIOTHI

OOyuaromuiicss JeMOHCTPUPYET 3HaHHE OONbIIeld YacTH OCHOBHBIX TEOPETUYECKUX
NOJIOKEHUH B paMKax OCBaWBaEMOW KOMIIETCHIIMH, YMEET HPUMEHSTH IOJyYeHHBIE
89% —75% |3HaHWS Ha MPAKTHKE B OTIENBHBIX cdepax MpoPecCHOHANTLHON JesITeNbHOCTH, BIIAJIEeT
OCHOBHBIMU HaBBIKAMH pelIeHHs NPO(EeCCHOHAJBHBIX 3afady C HCIOJIb30BaHUEM
MH()OPMAITIOHHO-KOMMYHHKAITHOHHBIX TEXHOJIOTHH.

OOyJaromuiicss JAEMOHCTPUPYET TOCTATOYHOC 3HAHWE OCHOBHBIX TEOPETHYCCKHUX
MOJIOXKEHUH B paMKaxX OCBaMBacMOM KOMIIETEHIIMU, YMEET HCIIOJNb30BaTh IMONTYUYCHHBIC
T4% — 60% 3HaHMAA IS pEHmIeHWs OCHOBHBIX TPAaKTHYECKHX 3a7ad B OTHENBHBIX cdepax
npoeCCUOHANBHOM ACATEIBHOCTH, YACTHYHO BJIAJICCT OCHOBHBIMH HABBIKAMU PEIICHUS
po()eCCHOHANBHBIX 33a7ad C WCIONh30BaHWEM WH(POPMAIIMOHHO-KOMMYHHUKAITMOHHBIX

TEXHOJIOTUH

OOyyaromuicss JIEMOHCTPUPYET OTCYTCTBHE 3HAaHUS OCHOBHBIX TEOPETUYECKHX

60% IIOJIOKEHUH B paMKax OCBanMBaeMoM KOMIICTCHIMHU, HEC YMECT MNPHUMCHATH IOJTYUCHHBIC
MCHEC 0
3HaHMs Ha IIPaKTUKE, HC BJIAJACCT HaBbIKaMU PCHICHHUA HpO(l)eCCI/IOHaJIbHBIX 3agady C

HCITIOJIb30BAHHEM I/IH(I)OpMaLII/IOHHO—KOMMyHI/IKaI_II/IOHHLIX TCXHOJIOTHI

4.4. MeToanueckne MaTepuaJbl

[Ipouenypa oneHUBaHUS 3HAHWM, YMEHUN, HaBBIKOB M (WJIM) OIBITa JAEITEIbHOCTH,
XapaKTePU3YIOMIMX JTarbl (POPMUPOBAHUS KOMIIETCHIIUN, OCYIIECTBIISIOTCS B COOTBETCTBHH C
PernameHTOM O TeKylleM KOHTpOJIE YCIIEBAEMOCTH M MPOMEXKYTOUYHOH aTTeCcTalliu CTYJIEHTOB B
Bonarorpaackom ¢mmane ®I'bOY BO PAHXul'C u Permamentom o 0amibHO-pEHTHHTOBOM
cucreMe B Bonrorpaackom uHCTUTYTE ynpasneHus - Grmane PAHXul C).
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5. MeTtoanueckune YKazaHnusa IJisl oﬁyqammnxcsl 10 OCBOCHHMIO JUCHHUITIJIMHBI

PexomeHnaanum no nJIaHUPOBAHUIO U OPTAaHU3ALMU BpeMeHH, HE00X0IMMOI0 HA U3yYeHue
AUCHUTLTHHBI

CTpyKTypa BpeMeHH, He00X0AUMOr0 Ha U3yYeHue TUCIUIIMHBI

dopma u3ydeHus Bpewms, 3aTpaunBaemoe
JUCLIUILINHBI Ha U3y4YEHUE TUCLUIUIMHBL, %

W3yudeHne nuteparypsl, pPEKOMEHOBAaHHOM B 40
yuebHOIl mporpamme
Pewenne 3ama4, npakTUYECKUX YIPAKHEHUN U 40
CUTYallMOHHBIX IPUMEPOB
N3yueHne TeM, BHIHOCUMBIX Ha 20
CaMOCTOSITEJIBHOE PACCMOTPEHHE
Hroro 100

MeToanyecKkue peKOMeHIALUH 110 MOAT0TOBKE K MPAKTHYECKOMY
(ceMHHApPCKOMY) 3aHATHIO

[IpakTHdyeckoe (CeMHMHApCKOe) 3aHSATHE — OJHAa M3 OCHOBHBIX (OPM OpraHU3aLNH
y4eOHOro Tpoliecca, MPEACTABIAIOMAs COO0M KOJUIEKTHBHOE OOCYXKIEHUE CTyICHTaMHU
TEOPETUYECKUX M IMPAKTUYECKHX BOIMPOCOB, PELICHHE NMPAKTUYECKUX 3a/ad I0Jl PYKOBOICTBOM
npenoaasaresnss. OCHOBHON LIENbIO MPAKTHUYECKOTO (CEMUHAPCKOI0) 3aHSATHUS SIBISIETCS MPOBEpPKa
IITyOuHBI TOHUMAaHUS CTYZEHTOM W3y4aeMON TeMbI, yueOHOT0 MaTepuana i yMEHHsI U3JI0KUTh €ro
CoJiepKaHNe SICHBIM M YETKUM SI3BIKOM, Pa3BUTHE CAMOCTOSITEIHHOTO MBIIUICHUS U TBOPYECKOMH
aKTUBHOCTH y CTyAeHTa. Ha mpakTudeckux (CEMHHApPCKMX) 3aHATUSAX IMPEAINoJaraercs
paccmaTpuBaTh HamOojee BaXKHbIE, CYIECTBEHHBIE, CJIOXHBIE BOIPOCHI KOTOpbIE, Hauboiee
TPYAHO YCBAaWBAIOTCS CTyJAeHTaMu. IIpu 3TOM TOTOBUTBCS K NPaKTHUECKOMY (CEMHHApCKOMY)
3aHSATHUIO BCerja HYXHO 3apaHee. [loAroroBka K MpakTUYECKOMY (CEMHUHApPCKOMY) 3aHSTHIO
BKIIIOUYAET B ce0sl Cleayrolee:

J 00s13aTeNIbHOE O3HAKOMJIGHHE C IUIAaHOM 3aHATHS, B KOTOPOM COJEP’KaTcs OCHOBHBIE
BOTIPOCHI, BEBIHOCHMBIE Ha 00CYKICHHE;

o M3y4YEeHHE KOHCIIEKTOB JIEKIIUH, COOTBETCTBYIOIINX Pa3/IejoB yueOHMUKa, y4eOHOTO ocoous,
COJIepKaHUsI PEKOMEHIOBAHHBIX HOPMATUBHBIX NIPABOBBIX aKTOB;

. paboTa ¢ OCHOBHBIMU TepMUHAMHU (PEKOMEHYETCS UX BBIYUHTb);

o U3yUYeHHE JIOMOTHUTEIBHON JTUTEPATyphl 10 TeME 3aHATHSA, JAeas IPH TOM HEOOXOIUMbIE
BBIITUCKH, KOTOPBIE MTOHAI005TCS IPU 00CY’KACHIH Ha CEMUHApE;

o (GopMyTHpOBaHNE CBOET0 MHEHHSI O KaXXJIOMYy BONPOCY M apryMEHTHPOBAHHOE €ro
000CHOBaHHE;

o 3alMCh BO3BHUKIIMX BO BpPEMS CaMOCTOSITEIbHOH paboThl ¢ y4YeOHHMKAaMH W HaydHOU
JHUTEPATypPhl BOIIPOCOB, YTOOBI 3aTEM Ha CEMHHAPE MOJyYHTh Ha HUX OTBETHI;

o oOpaleHre 3a KOHCYJIbTalluel K MPenoaaBaTeto.

[IpakTuueckue (CeMUHAPCKUE) 3aHATUS BKIIIOYAIOT B ce0s U CHEUAIbHO MOATOTOBIEHHbBIE
pedepatbl, BEICTYIICHHS 110 KAKOK-TMOO0 CII0KHON MM 0CO00 aKkTyalabHOH mpobiieme, pereHue
3ana4. Ha npakTrueckom (CeMUHApCKOM) 3aHSTUU CTYJIEHT MPOSIBIISIET CBOE 3HAHUE NPEAMETA,
KOppEeKTUpyeT HHPOPMAIUIO, TTOTYYEHHYIO B MPOIIECCE JICKIIMOHHBIX U BHEAYTUTOPHBIX 3aHSATHH,
(dhopMupyer onpeaeneHHbIH 00pa3 B Ii1a3ax MpPenoiaBares, MoJIy4aeT HaBbIKU YCTHOM pedn u
KYJIbTYPbI TUCKYCCHH, HABBIKM IPAKTUYECKOTO PEIICHUS 3a1a4.

MeToan4yeckue peKOMeHAalUH 110 HAITHCAHUIO pedepaToB
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Pedepar sBrnseTcs MHAMBUAYAIBHOW CAMOCTOSITENILHO BBITOJHEHHOM paboOTON CTyAeHTa.
Temy pedepara cTyIeHT BBIOUpPAET U3 MEPEUHs T€M, peKOMEHYEMbIX MpernojaBaTesieM, BeAy UM
COOTBETCTBYIOIYI0O TUCHMIUIMHY. Pedepar, kak mnpaBWiio, IODKEH COJAEPKaTh CIEIyHOIue
CTPYKTYpHBbI€ 3y1eMeHThl: TutynbHbIl et Conepxanue Benenne OCHOBHAs 4acTh 3aKIOYEHUE
Criucok nurepartypsl [Ipunoxenus (mpu HeOOXOAUMOCTH).

TpeboBanus k 06beMy: He Oosee 15 crpanuir. Opopmienue: Hlpudpt Times New Roman,
12 mpudr, 1,5 unrepnana, 1,5 cm ab3ausblif oTcTyn. OpUrHHaIBLHOCTH 110 CUCTEME AHTHUILIATUAaT.
BVY3 — ne menee 60 npo1ieHTOB.

MeTtoanyeckue yKa3aHus 110 BBINOJTHEHHIO KOHTPOJIbHON PadoThl

KontponbpHast paboTta— OAMH ©3 OCHOBHBIX BHUIOB CaMOCTOATENbHONW pPabOTHI
o0y4aromuxcsi, IpeICTaBISIIOIINN cO00M M3I0)KEHHE OTBETOB HAa TEOPETUYECKHE BOIPOCHI IO
COJIEp’KaHUIO yueOHOW MHUCUUIUIMHBI W pEIIeHUE TMpakTUYeckux 3amaHuil. EE BelmomHeHue
CIOCOOCTBYET pACHIMPEHUI0 U YIUIYOJICHWIO 3HAHWUW, NPUOOPETEHHIO OmbITa paboThl €O
CHeUUaIbHON JuTepatypoidl. B 3aBUCMMOCTHM OT JUCHUIUIMHBI COJEpKaHUE KOHTPOJbHOMN
paboThl MOXKET MEHSITHCSI.

PexkoMenganmuu mo N3YYCHUIO METOAMYCCKUX MaTEPHUAIOB

Meroauyeckue MaTepuanbl MO JUCHUIUIMHE MO3BOJISIOT CTYAEHTY ONTHMAJIBHBIM 00pa3oM
OpraHM30BaTh MPOIECC U3YUEHHS AaHHOH MUCHUIUIMHBL. MeTonuueckne MaTepuaibl M0 TUCIUIIIHHE
IpU3BaHbl IIOMOYb CTYJCHTY IMOHATH CHEHU(UKY H3ydyaeMOro Marepuasa, a B KOHEYHOM HTOTE —
MaKCHMaJbHO TOJIHO M KAayeCTBEHHO €ro OCBOUTh. B mepByro ouepenb CTyIEHT JOJDKEH OCO3HATh
NpeaHa3HaYeHNe METOINUYECKUX MAaTepHalIOB: CTPYKTYPY, LIeIH U 3afaun. [lJis1 3TOro oH 3HAKOMUTCS €
npeaMOyJIoi, OrJIaBIEHHEM METOAWYECKHX MaTepHajoB, TOBOPS HHAYe, OCYIIECTBISIET MEPBHYHOE
3HaKOMCTBO C HHUM. B paszzgerne, MOCBSIIEHHOM METOAMYECKHM PEKOMEHIALUSAM I10 H3YYCHHUIO
JTMCLIUIUIMHBI, TIPUBOJSITCS COBETHI IO IUIAHUPOBAHHUIO U OPTaHU3AIMH HEOOXOIUMOTO IS U3yUEeHHUS
JUCLUUIUIMHBL BPEMEHH, OMHMCAHHE IOCIEeI0BATENIbHOCTH JCHCTBHN CTYICHTAa («CLEHApUi H3y4YeHHUs
JTUCLUUIUIMHBDY), PEKOMEHJAIMU M0 paboTe ¢ JUTEepaTypoid, COBETHI MO MOATOTOBKE K IK3aMEHY MU
pa3bACHEHHs MO TOBOJY PabOTHI C TECTOBOM CHCTEMOM Kypca M HaJ AOMAIIHUMHU 3aJaHusMU. B
LIEJIOM JITaHHBIE METOAWYECKHE pPEKOMEHJAIMU CIOCOOHBI OOJNerYuTh M3yYeHHE CTYIACHTaMHU
JUCLUIUIMHBI M [IOMOYb YCIHEIIHO CAaTh 3K3aMeH. B paszgene, conepxaiieM yueOHO-METOAMYECKHE
Marepuaibl AUCIHIUIMHBI, COJepKaHHe MPAKTHYECKUX 3aHATHH MO IMCIHIUIMHE, CIOBAPh OCHOBHBIX
TEPMHHOB JAHUCIHILUIAHBI.

ITpu u3ydyenum Tembl | m Tembl 2 HEoOXOAMMO 0co0O€ BHHMaHHME OOpaTUTh Ha 3aKOHBHI,
KOTOpbIe NMEIOT HanboJee MUPOKoe MPUMEHEHHEe. 3HaHNEe OCHOBHBIX TOJI0KEHUH TaKUX JOKYMEHTOB
MOJKET OKa3aThCsi OCOOEHHO CYIIECTBEHHBIM [UIs CIEIMAJIMCTOB BO BCEX cdepax IesTeIbHOCTH.
3HaHWE 3aKOHOJATEIBHOTO YPOBHS oOecredeHuss WHPOPMALUOHHOW OE30MacHOCTH  SIBISETCS
00s13aTeNFHBIM JUTSI JAHHOTO Kypca.

[TocTpoenue monenu yrpo3 (Tema 4) CyHIECTBEHHO 3aBUCUT OT CyOBEKTa MH(POPMAIMOHHBIX
otHomeHuH. IloaToMy mpH ee M3yuyeHHHM HEOOXOAWMO YUYHUTHIBATh cdepy NeaTeNbHOCTH U (HopMy
OpraHu3alyy, A KOTOPOH pa3pabaThlBaeTcsi MOAEIb YIpo3, W OTpa)kaTb 3TO IPU BBINOJHEHUU
IPaKTUYECKOTO 3aJaHHUs.

Temsr 5 — 6 nomwkHBI AaTh o0IIee MpeacTaBieHue o npodaeme. Heo6xoanmMo Xopomio u3yuuThb
OCHOBHBIE OIPEICICHUSI W TMOHATHA. TOJNBKO IMOHUMAaHWE CYTH TNPOOJIeM KpUITOTrpaduH MOXKET
MIOMOYb TIPHU BHIOOpE HANEXKHBIX CPEACTB 3amUThl MHpopMamuu. A Kpunrorpaduiyeckue CpeiacTna
HCIIOJIBL3YIOTCS TIPAKTHYECKH B JIFOOBIX CUCTeMax HH(POPMAIIMOHHON 0€3011acHOCTH.

PexoMeHaanuu 10 caMOCTOATEILHOM padoTe CTyIeHTOB
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HeorbememMbIM 371€MEHTOM y4eOHOro Ipolecca SBISIETCS CaMOCTOsATeNbHas padboTa
cryaeHta. Ilpu camocrositenbHOll paboTe TOCTUraeTcsi KOHKPETHOE YCBOEHHE Y4eOHOro
MaTepHuaia, pa3BUBAIOTCS TEOPETUYECKHE CIOCOOHOCTH, CTOJNb BaXKHBIE U COBPEMEHHOMN
MOATOTOBKH CIEeNUaInucToB. POpMbI CaMOCTOSITETbHOW paboThl CTYAEHTOB IO AUCLMILIUHE:
HalMcaHUe KOHCIEKTOB, IMOJrOTOBKa OTBETOB K BOIIpPOCaM, HamucaHue pedeparoB, perieHue
3aja4, UcCle10BaTeNbcKas paboTa, BHIIIOJIHEHUE KOHTPOIBHOM padoThI.

3amaHus Ui CaMOCTOSTENbHOM paboThl BKIIOYAIOT B €e0sl KOMIUIEKC aHAIUTHYECKUX
3a/laHui BBIMIOJIHEHUE, KOTOPBIX, MpeArojaraeT TIATelIbHOe H3Y4YeHHE HaydyHOM U y4yeOHOI
JUTEpaTyphl, IEPUOANYECKUX U3/IaHUH, @ TAK)KE 3aKOHOJATEIbHBIX U HOPMATUBHBIX JOKYMEHTOB
mnpennaraeMbix B .64 «YueOHas  sureparypa M pecypchl  HH(OPMAalHMOHHO-
TEJIEKOMMYHHUKALMOHHON CETH «MHTEepHETY, yue0HO-METOJUUECKOE obecrieueHue
CaMOCTOSITENIbHOW paboThl O0OydYarOIMXCsl MO JAUCLUILIMHE». 3aJaHus INPENOCTaBISIOTCS Ha
IIPOBEPKY B I1I€YaTHOM BUJIE.

Pexomenaauuu no padore ¢ JJuTepaTypou

[Ipyn m3ydyeHun Kypca y4eOHON MMCHHMIUIMHBI 0CO0O€ BHHUMAaHHUE CIIEIYyeT OOpaTHTh Ha
PEKOMEHIYEMYIO OCHOBHYIO U JOIIOJHUTEIBHYIO IUTEPATYPY.

BaxxHbIM 37€MEHTOM MOJATOTOBKM K CEMHUHApY SIBISIETCA INIyOOKOE M3yueHHUE OCHOBHOW U
IlOHOJ'IHPITCJ'ILHOfI JIMTCPATYPhI, peKOMeHHOBaHHOﬁ MO0 TEMC 3aHATUSA, a TAKIKC IICPBOUCTOUYHHUKOB.
[Tpu 5TOM MOJIE3HO MPOUYUTAHHYIO JTUTEPATYPy 3aKOHCIEKTUPOBaTh. KOHCIEKT NOJKEH OTBEYaTh
TpEM TpGGOBaHI/IﬂMI 6LITB COACPKATCIIbHBIM, II0 BO3MOKHOCTHU KpaTKUM U IIPaBUJIBHO
0(OpPMIICHHBIM.

COIlep)KaTe.HBHLIM Cro CJIeayeT CUYUTATh B TOM CJIydac, €CJIKM OH NepcaacT BCC OCHOBHBLIC
MBICJIM aBTOPOB B LICJIOCTHOM BHUIC. M310XUTH TEKCT KpaTKO — 3TO 3HAUUT Nep€aaTrb COACPKaHNEC
KHHMI'M, CTaTbHU B 3HAYUTEIILHOU MEpC CBOMMHU CIIOBAMH. HpI/I 9TOM CJICAYCT NPHUACPKHUBATHCA
IIpaBujia - 3alMCBIBATH MBICIIb aBTOpa pa6OTBI JIMIOBb IIOCJIE TOr'0, KaK OHa XOpOoInO ITOHATA. B
TaKOM Cllyyae MOCTaBJIeHHas 1eNib OyJeT AOCTUrHyTa. LluTupoBaTh aBTOPOB M3y4aeMbIX padoT (c
00s13aTENIbHON CCBITKOW Ha MCTOYHHK) CIEQyeT B TeX CIydYasx, €CIM HaJI0 3alHChIBaTh OYEHb
Ba)XXHOE ONpeieTIeHNE WU MOJI0KEeHUE, 000011aroIuii BBIBOI.

BaxHo u BHemHee opopmiieHHe KOHCIIEKTa. B ero Hadane Hamo yka3aTh TeMy ceMUHapa,
JaTy HalMCaHWs, Ha3BaHUS JUTEPATYPHBIX HMCTOYHHUKOB, KOTOpbIE OYyAyT 3aKOHCIIEKTHPOBAHBI.
I'myOokass camocTosiTenbHass paboTa HaJg HUMHU OOECIEYUT YCIEIIHOE YCBOEHHE H3ydaeMoil
JUCLUTUIAHBL.

OauuM W3 BaXHEWIIUX CPEICTB CEPhE3HOTO  OBJAJCHUS TEOpHEeH  sBIsSETCS
KOHCHeKmupoeanue nepeoucmoyHuKos.

Jl5is cocTaBlieHUs] KOHCIIEKTa PEKOMEHAYETCs CHayala MpoYnuTaTh padoTy LETMKOM, YTOOBI
YSICHUTD €€ OOIIMI CMBICI U cozepxanue. [Ipy 3ToM MOXKHO caenaTh IOMETKH O €€ CTPYKType, 00
OCHOBHBIX TIIOJIOXKCHUAX, BBIBOJAX, HAAO CTApAaThbCAd OTIN4YaTb B TCKCTE OCHOBHOC OT
BTOPOCTENIEHHOTO, BHIBOJIbI OT apI'yMEHTOB U JI0Ka3aTeNIbCTB. ECM eCcTh HEMOHATHBIE CIIOBA, HAZO B
SHITUKJIONIEIUNIECKOM CJIOBApe HAWTH, YTO 3TO CJIOBO 0003HayaeT. 3aKOHYMB uTeHHUE (maparpada,
IJIaBbl, CTAaThU) HAJIO 331aTh ceOe BOIPOCHI TAaKOro poja: B uem rinaBHas mpicib? KakoBbl OCHOBHBIE
3BEHBS JOKa3aTesbeTBa ee? UTo BHITEKAeT M3 yTBEpXKACHHUM aBTopa? Kak 3To cormacyercs ¢ Tem,
4TO YK€ 3HAETE O MPOYUTAHHOM U3 IPYTUX UCTOUHHKOB?

SICHOCTB M OTUETIIMBOCThH BOCIIPHUATHUA TCKCTAa 3aBUCHUT OT MHOT'OT'O: OT COCPEAOTOYCHHOCTHU
CTYACHTa, OT TEXHHKH YTEHHUS, OT HACTOMYMBOCTH, OT SIPKOCTH BOOOpPAXKEHHUS, OT TEXHUKH
(uKCUpOBaHMSI IPOYUTAHHOTO, HAKOHEL, OT JHPyAULIUH — OOWEed U B KOHKPETHO
paccmaTpuBaeMoi npoodieme.

PesynbraTomM mepBOHAYaNIBHOTO YTEHUS JOJDKEH OBITh MPOCTOW MIaH meKcma u 4emkoe
npedcmasieHue O HeSACHbIX MecmaxX, OTMEUYEHHBIX B KHure. [locie mpenBapuTEIbHOTO
O3HAKOMJICHUS, TPU TOBTOPHOM UTEHHH CIEIYET BblOeIUMb OCHOBHblE MbICIU asmopa M WX
pa3BUTHE B NPOU3BEICHUM, OOpaTUTh BHUMaHME HAa OOOCHOBAaHHME OT/AEIbHBIX IMOJIOKEHHH, Ha

27



MeToAbl M (QOpMBI JIOKa3aTesIbCTBA, Hamboiee spKue Mnpumepsl. B xome 310l paboThb
OKOHYATEJIbHO OTOMpaeTcss MaTepuai JJs 3alluCu U OIpeJesseTcs] €€ BHUJ: NIaH, Me3Uchl,
KOHCNeKm.

[Inan 3TO KpaTKWi, IOCIIENIOBATEIbHBI NEPEUYEHb OCHOBHBIX MBICIEH aBTOpa. 3aIHCh
IIPOYUTAHHOTO B BHUJIE TE€3HCOB — ATO BBIABIECHUE M 3aIlMCh ONOPHBIX MbICIEHN Tekcra. PasHuma
MEeX1y IJIaHOM M Te3UCaMH 3aKJII0YaeTcsi B CIEAYIOIIEM: B IJIaHE MBICIh Ha3bIBaeTCs (CTaBb
BCErJa BOIIPOC: O YeM TOBOpUTCS?), B Te3ucax — (opMyaHpyercss — (4T0 MMEHHO 00 3TOM
roBopurcs?). 3amuch OMNOPHBIX MbICIEH TEKCTa BakKHA, HO TMIOJHOTO MPEACTAaBICHUS O
INPOYUTAHHOM Ha OCHOBAaHUM IMOJOOHOW 3amMCH HE COCTaBUIb. BakHO OCMBICIUTH, KaKk aBTOP
JIOKa3bIBa€T CBOIO MbIC/Ib, KaK yOeXJaeT B HCTHUHHOCTH CBOMX BBIBOJOB. Tak BO3HHKaeT
KOHCHIEKT. Dopma 3amucu, Kak Mbl YK€ OTMETHIIM, YCIIOKHSAETCS B 3aBHUCHUMOCTH OT LENei
paboTHI: TIJIaH — O YeM?; TE3UCHI — 0 YeM? YTO UMEHHO?; KOHCTIEKT — O YeM? 4TO UMEHHO? Kak?

KoHcnekr — 3T0 KpaTkoe IOCIeAO0BaTENbHOE W3JI0KEHHE coiepkaHusa. OCHOBY €ro
COCTaBJIsieT IUIaH, TE3UChl M BBIMMCKU. HexocTaTku KOHCIEKTUPOBAHMS: MHOTOCIIOBHE,
LIUTUPOBAHUE HE OCHOBHBIX, & CBA3YIOIIMX MBICIEH, CTPEMJIEHHE COXPAHUTh CTHIINCTUYECKYIO
CBS3aHHOCTh TEKCTa B yIiepO ero jiorudeckoil ctpoitHoctu. [IpucTynaTe K KOHCHEKTHPOBAHUIO
HEOOXOJMMO TOI/Ia, KOT/Ia CJIOKWIMCh HaBBIKM COCTaBJICHUS 3alMCH B BUJAE Pa3BEPHYTOTO
OJIpOOHOrO IJIaHa.

dopma 3anKMcu NpU KOHCHEKTHPOBAHUU TpeOyeT 0co0Oro BHUMAHHUSA: Ba)KHO, YTOOBI
COOCTBEHHBIE YTBEP)KJICHUS, Pa3MBILUICHUS HaJl MPOYUTAHHBIM, YETKO OTICIISUIUCH MPH 3aIlUCH.
Pa3symMHee BBIHOCHTH CBOM NOMETKHM Ha IIMPOKHUE IIOJS, 3alIMChIBATh HA HUX JOIOJIHUTEJIbHbBIE
CIPaBOYHbIE JaHHbIE, TIOMOTAIOIINE YCBOCHUIO TEKCTa (JaTa COOBITUS, YIOMSHYTOIO aBTOPAMHU;
CBEJICHMSI O JIMIIE, HA3BAHHOM B KHUI€; TOYHOE COJEpKaHUE TepMMHA). EciM KOHCHEKTHUpYyETCs
TEKCT BHYIIUTEIBHOIO 00beMa, HEOOXOAUMO YKa3blBaTh CTPAHMIIbI KHUTH, KOTOPHIE OXBAaThIBAET
Ta WJIN UHAsl 4aCTh KOHCIIEKTA.

Jlis ynobcTtBa MOJB30BaHUS CBOMMM 3allUCAMU BaXHO O3arjaBUTh KpPYIHBIE 4YacTu
KOHCIIEKTa, IOMYEpKHUBAs 3a207106Ku. CrelyeT IOMHUTb O HA3HAYEHUM KpPacHOW CTPOKH,
CTPEMUTBHCSA K 4YeTKOH rpaduke 3amuceil — ycTynamu, KoJOHKamMu. M3marath Tj1aBHbIE MBICIU
aBTOpa M HX CHUCTEeMy apryMEHTOB  HEOOXOJIUMO NPEUMYIIECTBEHHO CBOUMMH CJIOBaMH,
nepepadaTeiBasi TakuM 00pa3oM HHGOPMAIHNIO,— TaK MPOXOIUT YSICHEHHE €€ CyTH. MBICTb,
(bpasbl, MOHATHIE B KOHTEKCTE, MOTYT IpHoOpecTu Ooiee MpocTpaHHOE HU3JI0KeHHe B 3anucu. Ho
TEKCT OpHUIMHAJla CBEPTHIBAECTCA, U CTYAEHT, OTpadaTbiBas JIOTUYECKOE MBIIUIEHUE, YUYUTCS
BBIJICJIATH TJIaBHOE U 0000IIaTh OJTHOTUIIHBIE CYXKIEHUs, OAHOpoIHbIe (hakThl. Kpome Toro, nenas
3aMMcy CBOMMHM CJIOBaMH, 0000111asi, CTYJEHT YUUTCS MUCbMEHHON peyHu.

3HaHue oOIIel CTpaTeruu YTeHUs, TEXHUKHU COCTaBJIEHUE IUIaHA M TE3UCOB OIpeeNsieT U
TEXHOJIOTHIO KOHCTIEKTUPOBAHMUS:

o BHUMATEJIBHO YNTATh TEKCT, MOIMYyTHO OTMeUasi HETIOHSTHBIE MECTa, HE3HAKOMBIE TEPMUHBI U
NOHATHS. Botnucame na nona 3HaueHre OTMEUEHHBIX TOHATUH.

o Opd TEepBOM YTEHUM TEKCTa HEOOXOAMMO COCTaBUTb €r0  HpPOCHMONl  naaH,
HIOCJICIOBATENIBHBIN ITepEeYeHb OCHOBHBIX MBICIICH aBTOPA.

J Opd TOBTOPHOM UTEHHH TEKCTAa BBIACHATH CUCHIEMY OOKA3ameabCme OCHOBHBIX
MOJIOXKEHUH pabOTHI aBTOPA.

o 3aKJIFOYUTEIBHBIN 3Tal pabOThl C TEKCTOM COCTOUT B OCMBICTICHUH PaHEe OTMEUYEHHBIX MECT
¥ UX KPaTKOM MOCJIEA0BATEIbHON 3aIHCH.

o IpU KOHCTIEKTHPOBAHUH HYKHO CTPEMHTBCS 8bIPA3UML MbIC/Ib A6MOPA CBOUMU C/106AMU,
3TO MOMOTaeT Oosiee rTyOO0KOMY YCBOCHHIO TEKCTA.

. B paMKax pabOTBl HaJl MEPBOMCTOYHUKOM Ba)KEH YMENBId oméop wyumam. HeoOXxommmo

YUYUTHIBaTh, HACKOJBKO SPKO, OPUTHHAIBHO, CXATO U3J0KEeHAa MbICHb. LluTHpoBath
HEOOXOJAMMO T€ CYXXJEHHs, Ha KOTOpbIE BIIOCIEJACTBUM BO3MOXKHA CChIIKA Kak Ha

ABTOPUTETHOE M3JIOKEHUE MHEHUS, BEIBOJA 110 TOMY WJIK HHOMY BOIIPOCY.
KoHcrnektupoBath 1enecooOpa3Ho HE Ha OTJIEIBHOM JIUCTE, a B OOIIEH TeTpaaud Ha OJHOMN
cTpanune Jmcta. OOOpoTHAs CTOpPOHA JIMICTa MOXKET OBITh HCIOJB30BaHA ISl JOTOJHEHUH,
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HEOOXOAMMOCTh KOTOPBIX BBIACHUTCS B JajbHeIIeM. I[IpM KOHCHEKTHPOBAaHWU JUTEPATYPbI
CIIe/lyeT OCTaBUTh IIMPOKUE TOJIsI, YTOOBI 3alMcaTh Ha HUX IUIAH KOHCIEKTa. [lonst MOryT OBITh
UCTIONIb30BaHBl TAKKe JJIS 3alMCH CBOMX 3aMEYaHWH, TOMOJHEHUH, BonpocoB. [Ipu BeICTymIIeHUN
Ha CEeMHHape CTYJEHT MOXKET TIONb30BaThCsl CBOMM  KOHCIEKTOM ISl IIUTUPOBAHUS
NepBOMCTOYHUKA. Bce oOydaromumecss BHUMATEIbHO CIYIIAIOT BBICTYIUICHUS OJHOTPYIITHHUKOB,
OTMEUAIOT CIIOPHBIE WM OIMOOYHBIEC TTOJIOKEHHSI B HHUX, BHOCAT IOIPABKH, MPEACTABISIOT CBOU
peleHust 1 000CHOBaHMS 00CYKJaeMBIX MTPOOIEM.

B koHIe cemuHapa, Kor/ia mpernoaBareib MOIBOIUT UTOTH 3aHATHUS, CTYJCHTHI C YIETOM
pEeKOMEeHAALUH MperoiaBaTelNsi U BHICTYIUIEHUH COKYPCHUKOB JOMOJHSIOT WM UCIPABIISIOT CBOU
KOHCTICKTEI.

PexoMeHnganuu mo moaroToBKe K l'lpOMe)KyTO'lHOﬁ aTrreCcTalumn

K cnmade 3adera mO AWMCHUIUTMHE JAOMYCKAIOTCS CTYIEHTHI, NMOJYYHBINNE HE MEHbIIe 60
OamoB mpW Tekymiedl arrectanmuu. [Ipy TOArOTOBKE K 3a4eTy CTYJIEHT BHUMATEIbHO
MIPOCMATPHUBAET BOTIPOCHI, MPEIYCMOTPEHHBIC B paboUeil mporpamMme, 1 MpoI0JHKAeT 3HAKOMUTHCS
C PEeKOMEHJOBaHHOM JuTeparypoil. OCHOBOW AJsl CAauu 3ayeTa CTYACHTOM SBIIAETCS M3Yy4YEeHHUE
KOHCIIEKTOB 0030PHBIX JICKIIUH, TPOCITYIIAaHHBIX B TEYEHUE ceMecTpa, HHPOPMAIIUH MTOTydYeHHON
B pe3yJibTaTe CaMOCTOSITENFHOW PabOThl M TMONYyYEHUE MPAKTUYECKUX HABBIKOB MPH PEIICHUU
3aJa4 B TCUCHHE CEMECTPA.

dyHaamMeHT M000ro y4yeOHOro Kypca 3aKkjialbIBacTcsl Ha JIEKIIMOHHBIX U MPAaKTHYECKUX
3aHATHUAX, @ TAKXKE TPU MOATOTOBKE K HUM. HeoOxoammo BbIpabOTaTh cephe3HOE OTHOIICHHE K
KOHCIIEKTY JIEKIIUH, KOTOPBIH TOJDKEH B MOJHOM 00bEME OTpakaTh COJEpKaHHe JIEKUUH. 3anucu
JIOJDKHBI OBITH aKKypaTHBIMHU. JKenaTtenbHO 0c0o00 BBIACITUTH BCE ONPEACICHHS W KIIOYCBBIC
MOMEHTHI JieKIuu. Ocobo cienyeT OTMETUTh, YTO, HECMOTPS Ha MPAKTUYECKYIO HANPaBIEHHOCTb
CEeMHHAapOB W BBHINOJIHEHHWE BCEX 3aJaHM HA KOMIBIOTEpE, CTyIEHTaM HE0O0XOIHMO
CaMOCTOSITENIbHO 3aMUCBIBATh KIIFOUEBbIE MOMEHTHI 3a/laHUil B KOHCIEKT, JOMOJHsS JeKiuu. B
ClIy4yae HEJOMOHMMAHMs HEKOTOPBIX MOMEHTOB HEO0XOAUMO 00s3aTeNBbHO 00pamarbes K
IpenoaBaTesto 3a KOHCYJIbTallueH.

Jns  Oojee  yCHmemrHOTO  OCBOEHHs ~ Marepuajga  HEOO0XOJWMO  HCTOJb30BaTh
JOTIOIHUTENBHYI0 JUTEpaTypy. YUYEOHHK HYXKHO HE NPOCTO YHTaTh, a H3ydaTh; OCHOBOM
3aIIOMHHAHUS SBJSIETCS TOJIBKO MMOHMMaHUe MPOYNTaHHOTO. HeoOxommumo BeIpaboTaTh MPUBBIUKY
CUCTEeMAaTUYECKON CaMOCTOSTENIbHON pPa0OTHI, «HATACKMBAHME» K JK3aMEHy WM 3a4eTy JaeT
cJ1a0blil ¥ TOBEPXHOCTHBIN pe3yJIbTaT.

Jlnia ycnenrHoi caayu 3a4era CTYAeHT JOJDKEH 3HATh M MOHUMATh JOCTATOYHO COJIMIHBIN
o0beM Marepuaia. He oTkianpiBaiiTe Mpoliecc 3aydyuBaHHs Ha MOCJIETHHUE JHU TEpell 3aU4eTOM.
[ToarotroBka qoMKHa BECTUCH C TIEPBBIX JIEKIUH.

6. YueOHas1 imTeparypa u pecypchbl HHPOPMALMOHHO-TEJIEKOMMYHUKALIMOHHOM CeTH
"UnTepHer", BKJIHOYas  nepedyeHb  y4yeOHO-MeTOAMYECKOro  olOecrmedyeHUs: s
CaMOCTOSITeJIbHOI Pa00oThl 00y4alOIMXCH M0 JMCUMUIINHE

6.1. OcHoBHas JuTEpaTypa.
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1. OcHoBbI HH(POPMAITMOHHON OE€30MaCHOCTH X03IHCTBEHHOH 1eATEIbHOCTH: YueOHOe ocodue /
WN.II. MuxnaeB; BO® ®I'BOY BIIO «Poccuiickas akagemMus HApOJHOTO XO3SICTBA U
rocyIapcTBeHHOH ciyxO0b». — Bonrorpaa: U3a-so BO ®I'bBOY BIIO PAHXul'C, 2013. —
144 c.

2. IlnaronoB B. B. IIporpammHo-anmapatHble CpeAcTBa 3alIuThl HHPOpManuu: yuyeOHuk. / M.:
N3na. nentp "Axkanemusa". 2014.

3. Mamok, A.A. Beenenue B MH(pOpMaIMOHHYI0 Oe30macHOCTh: yueOHoe mocobue. I'opsuas
nuausg-Tenekom.2011.  Pexum  moctyma:  http://www.iprbookshop.ru/11979.-  ObC
«IPRbooks»

6.2. lonotHUTEILHAS JTATEPATYypa.

1. Kyznemos M.H. busnec-6e3omacHOCTh [DnEeKTpOHHBIN pecypc|: ydebHOe mocobue. M.:

Hamkos u K. 2012. Pexxum noctyna: http://www.iprbookshop.ru/10906.— 35C «IPRbooks»

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnekrporHoe u3gatensctBo «FIOPAUT» http://www.biblio-online.ru

Jloktpuna nadopmarmonHoi 6e3onacaoctu PO (ytB. [Ipesunentom PO 09.09.2000).

3akon P® “O rocynapcrBennoit taitne” Ne 5485-1 ot 21.07.1993 1.

3akoH P® “O06 unpopmanmu, nHGOPMALMOHHBIX TEXHOJOTUAX U O 3amuTe nHpopmauun” Ne

149-®3 ot 27.07.2006

3akoH PO “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 r.

bk V. UaTepHeT: mpoTokoisl 6e3onacHocTu: Yueonsiit kypc. CII6.: [Tutep-npecc, 2012.

10. 3uma B.M., MomgoBsa A.A., Momngosa H.A. be3omacHOCTh TJIOOAIBHBIX CETEBBIX
texuosioruit. CI16: BXB-Ilerepoypr, 2014.

11. KomnbroTepHast mpecTynHocTh U MH(popManuonHas Oe3omacHocTh /Ilox obmy. pen. A. IL
JleonoBa. Mu.: APUJI, 2014.

12. Monnosn A.A., Monaossa H.A., CoBeroB b.f. Kpuntorpadus. CII6.: M3natenscTBO
«Jlanup», 2013.
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6.3. YueOHO-MeTOqUYECKOE 0OOecTieyeHHe CAaMOCTOATEILHOMH padoThI.

CamocrosrenbHas paboTa sBISETCS HEOTHEMIIEMBIM 3JIEMEHTOM YydeOHoro mpouecca. [lpu
CaMOCTOATENIFHOM paboTe TOCTUraeTcsi KOHKPETHOE YCBOCHHE Y4eOHOT0 MaTepuana, pa3BUBalOTCS
TEOPETUYECKHE CIOCOOHOCTH, CTOJIb BaXKHbIE IJIi COBPEMEHHOW MOATOTOBKU CIICLUAUCTOB.
q)OpMI)I CaMOCTOSITETbHOM pa60TI>I CTYACHTOB II0 AWCHUIUIMHE: HAIMMCAHUC KOHCIICKTOB,
HOJrOTOBKAa OTBETOB K BOIPOCAM, HamucaHHe pedeparoB, pelieHue 3ajiad, uccieroBaTeIbeKast
paboTa, BEIITOITHEHNE KOHTPOJIBHOM paboTEHI.

CamocrosarenbHass paboTa CTyJIeHTOB MO jaucuuminHe «OcHOBBI HMH(OpMAIMOHHON
0€30MacHOCTH XO35ICTBEHHON AEATEIbHOCTIY BKIIIOUAET CIIEAYIONINE BUABI paboT:

6.3.1. CamocTosiTesibHAs pad0Ta 10 M3YYECHUIO TeM JAUCHUTITTHHBI

3amaHuss AT CaMOCTOSITENIbHOM pabOThl BKIIIOYAIOT B CeOS KOMIUICKC AaHATUTHYCCKHX
3alaHuil ¥ DJEKTPOHHBIX TECTOB BBIMIOJIHEHUE, KOTOPBIX, MPEAINOoJaraeT TIaTelbHOe H3yYeHUe
HAy4YHOW M Y4YeOHOW JIUTEpaTyphbl, MEPHUOIWYECKUX H3IAAaHUN, a TaKKe 3aKOHOAATEIbHBIX U
HOPMATUBHBIX JOKYMEHTOB TpearacMbix B M.9 «YueOHO-MeToAuYecKoe M HH(POPMAIIMOHHOE
O6CCHC‘-IGHI/IC JOUCHUITIIINHEBID. BaﬂaHI/IH MpEaAOCTaBIAIOTCA HA MPOBCPKY B SJICKTPOHHOM BUJC WU
Ha OyMa)KHOM HOCHUTEIIE.

3aganus AJ151 CAaMOCTOATENbLHOM padoThI:

Tema 1. 3ammra 0hUCHBIX JOKYMEHTOB.

PaccmarpuBaeMble BOIPOCHI:

3amura nokymeHToB Microsoft Word oT HecaHKIIMOHHPOBAHHOTO JIOCTYTIA.
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3amuTa 1okyMmeHToB Microsoft Word oT HeCaHKIIMOHMPOBAHHOTO U3MEHEHHUSI.

3amuTa 1okyMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3amura fokymMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3anaHus 411 CaMOCTOSITEIbHOTO BBITIOJTHEHHUS:

3amura fokymentoB Word.

1. Coznaiite Ha qucke D: B manke Baiiel rpynnsl nanky 3amura oguca.

2. Habepure B penaktope Word mpou3BOJIBHBIH TEKCT W COXPAaHUTE €ro B Mamke 3aiuTa
odwuca mox umernem documentl.

3. Beibepute mento CepBuc — Y CTaHOBUTH 3aIlHTY .

4. 3anpeTuTe JII0OBIC U3MEHEHHUST KPOME 3aIMCH UCTIPABIICHUN 1 3a/1aiiTe mapoiib 12345.

5. IlompoOyiiTe OTpeNakTHpOBaTh CBOM TEKCT. YAaauTe HEKOTOpble CJIOBa M JIOMHIIUTE
HoBble. [lonpoOyiite mpunsTh Bce ucnpasnenus (Cepsuc — Mcnpaienust — I[puHATE/OTKIOHUTH
ucnpasinenus). OOpaTUTe BHUMaHHE, YTO BCE H3MEHEHHMS B JOKYMEHTE (UKCUPYIOTCS, HO
MPUHSTH/OTKIIOHUTD X HEBO3MOXKHO.

6. 3aKpoiTE TOKYMEHT, COXPAHUB €TO.

7. OTKpoOiiTe JOKYMEHT U MONpOoOyHTEe NPUHATH UCTIPABICHUS.

8. CHumure 3amuTy JoKyMmMeHTa. Bpibepute MeHio CepBuc — CHATh 3alllUTy U BBEIUTE
naposb.

9. IlonpoOyiiTe NpUHATH BCEe UCTIPABIECHUS. Y OeIUTECh, YTO UCIIPABICHUS IPUHSATHI.

10. 3aHOBO 3alIUTUTE TOKYMEHT, KPOME 3alIUCH UCIPABICHUN U 3aKPOUTE €r0, COXPaHUB.

11. HaGepute HOBBII AOKYMEHT (OTIMYHBIA OT MEPBOr0) U COXPAaHUTE €ro (IoJ HMEHEM
document?) B mamnke 3amntuTa oduca.

12. YcraHoBUTE 3allUTY 3TOTrO JOKYMEHTa, BbIOpaB MeHI0O CepBUC — Y CTaHOBHUTH 3aLIUTy U
3anpeTuB JitoOble U3MEHEHUsI KpOME BCTaBKU puMeyaHuil. 3anaite napoisp 12345.

13. IlonpoOyiiTe OTpeaKTUPOBAThH JOKYMEHT.

14. BeraBbTe 1Ba puMeyaHus K J00bIM (pparmMentam. Mento Beraska — [Ipumeuanue.

15. IlonpoOyiiTe U3MEHUTH OJJHO IPUMEUYAHHUE U YIATUTh IPYToe.

16. 3akpoiiTe JOKYMEHT, COXpaHUB €TO.

17. Co3paiite Tpetuii [okymMeHT B Word, coXpaHuTe ero B namnke 3ammra opuca 1noja uMeHeM
document3. YcraHoBUTE Ha HErO 3aLUTY, 3alIPETUB JIOObIE U3MEHEHUS, KpOME BBOJA JaHHBIX B
nosst popm. 3agaiite mapoib 12345.

18. IlompoOyiiTe oTpenakTupoBaTh AOKyMEHT. IIpocMOTpuTe NYHKTBI MEHIO, YTOOBI
BBISICHUTH Baly BO3MOKHOCTH 110 peJaKTUPOBAHUIO JOKYMEHTA.

19. CHumuTE 3a1IUTY C JOKyMEHTA.

20. Pa3Oeiite Bam JOKyMEHT Ha JBa pasjena. (YCTaHOBHUTE Kypcop B MECTO paspbiBa M
BbIOepuTe Menro BeraBka — Pa3peiB — HoBbIl paszzen Ha Tekylel CTpaHuIle).

21. YcraHoBHTE 3aLIUTY Ha JOKYMEHT, 3alIPETHUB JII0ObIe U3MEHEHUs, KpOMe BBOJIA JJAHHBIX B
noist ¢popm. Mcmonb3yst kHONIKY Pa3ziensl, ycTaHOBHTE 3aIlpeT TOJIBKO Ha BTOpoi paszaen. [lapons
12345.

22. TTonpoOyiiTe OTpeqaKTHPOBATh IEPBbIA U BTOPOI pa3/elbl JOKYMEHTA.

23. 3akpoiiTe JOKYMEHT, COXPAaHHUB €rO.

24. CoszmaiiTe 4eTBepThId JOKYMEHT B pemaktope Word M COXpaHHTE €ro B Iake 3alimra
oduca nmoa umenem document4.

25. Bribepute menro Cepsuc — [lapamerpsl, 3aTem Bkiaaky CoxpaHeHHe.

(Ecniu Bbr paboraere B Word2t3 wnm XP, To Hajgo BbIOpaTh BkIaAKy be3omacHOCTS.
[TocMoTpuTEe BO3MOKHOCTH 3TOW BKJIanku. OOpaTuTe BHUMaHHE Ha (IaXOK «YIalsTh JTHYHBIE
cBe/ieHUs U3 (aiiya Mpu ero COXpaHEHUn»).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiTe (ain, coxpaHUB e€ro, 3areM MompoOyiTe OTKpbITh. [lompoOyiiTe BBecTH
HENPaBUJIbHBIN MAapOJb, @ 3aT€M OTKPOITE JOKYMEHT C IPaBUJIbLHBIM MAPOJIEM.

28. Co3paiiTe naThld JOKyMeHT B penaktope Word u coxpaHuTe ero B make 3amura oguca
noj nmMeHem documents.
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29. Beibepure mento Cepsuc — Ilapamerpsl, 3atem Bkiaaky besonacHocts (CoxpaHeHue Juis
Word2000) u 3amaiite maposib pazpemieHus 3anucu 9999,

30. 3akpoiiTe JOKyMEHT, COXpaHHB €ro W MOMpOOyHTEe CHOBAa OTKPHITh. BriOepute pexum
TOJIbKO uTeHHUs. OTpenakTupyiTe JOKYMEHT U MOmpoOyiTte ero coxpaHuTh. CoxpaHUTE Kak
document5 1.

31. IlonpoOyiite oTKphITH daiin documentS 1.
32. 3akpoiite Bce (pailibl U MOKaXKUTE pe3yabTaT MPero1aBaTelio.
3ammra nokymentoB Excel.
1. 3anyctute Excel u co3naiite cienyromyro Tabiuiy
ol7le] Oknag, Mpemna UToro

2. 3anonHuTe ee Uil MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS IIPOU3BOJIBHBIC YKCIIA U CYMMUPYS
ux B rpade HUtoro.

3. [TocTpoiite KpyroByro auarpammy mo crosodiy Hroro.

. Coxpanute (aiin B manke 3amura opuca 1o MMeHem probal.

. CoxpanuTe 3TOT ke (aiin B manke 3amura oduca emie pa3 moa iMeHeM proba?2.

. 3akpoiite Qaiin proba2 u otkpoiire ¢aiin probal.

. Bei6epute mento Ceppuc — 3ammura — 3alUTUTD JUCT U 3a1aiTe mapois 1111.

. [lompoOyiiTe oTpenaktupoBath uct. [lepelinute Ha JIncT2 u monpoOyiHTe BBECTH JIaHHBIC.

9. YcraHoBuTe 3alIMTy BTOPOTO JIMCTA C mapojemM 2222,

10. Cuumute 3amury c Jlucral. Ucnonbs3syiite meHto CepBuc — 3ammura — CHATh 3alIUTy
JHCTA.

11. Ycranosure 3amuty Jlucral, oTMeTuB TOJbKO (hiaskok 3amura JIMCTa B OTHOILCHHUH
00BbeKTOB ¥ 3a7aB mapois 1111.

12. TTonpoOyiiTe U3MEHUTH aHHbIE B stueiikax. [lonpoOyiite u3MeHUTh AUarpammy.

13. 3akpoiite aiiy, COXpaHUB €TO0.

14. Otkpoiite ¢aitn probal u momnpoOyiiTe BHECTH M3MEHEHMs Ha MEPBBIM JHCT, 3aT€M Ha
BTOPOM.

15. 3akpoiite ¢aitn probal u oTkpoiite aitn proba2.

16. Bridepute mento CepBuc — 3amurta — 3amuTUTh KHUATY. OCTaBbTE OTMEYECHHBIM TOJIBKO
¢naxok CTpykTypy M 3ajaiite mapoib kniga (mpoBepbTe, yTOOBI OblIa BKJIIOUEHA AHTIIMHCKas
packiaaka)..

17. IlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE. Y OeUTECh, YTO U3MEHEHUSI BO3MOXKHBI.

18. IlompoOyiite yaamuTh NepBbIA JUCT (Mp. KHONKAa MBIIIKM Ha SPJBIKE JIUCTA BHU3Y
CTpaHULbI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpoiiTe ero (proba2).

20. Caumute 3amuty ¢ kHuru. Mento Cepsuc — 3amura — CHATh 3aIIUTy KHUTH.

21. YcraHoBuUTE 3alIUTy KHUTH, OTMETUB 00a (hi1a’kka U yCTaHOBUB MapoJb kniga?2.

22. TlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE.

23. Beibepute meHt0o OkHO — CKPBITh U BBEUTE MAPOJIb.

24. 3akpoiiTe (aitsl, COXpaHUB U3MEHEHHS.

25. OtkpoiTe ¢aiin proba2. Yoeaurech, 4To OKHO HE OTOOpaKaeTCs ¥ TAHHBIC HE BUIHBI.

26. Bribepure meHto OxHo — OTOOpa3uTh U BBEAUTE MAPOJIb.

27. CkpoiiTe OKHO U 3aKpoiTe (aiisl, COXpaHUB U3MEHEHUSI.

28. Ilokaxkure pe3yabTaT NPENnoJaBaTelo.

29. CHuMHUTE 3aIIMTYy CO BCeX Ballux (aiiyos.

JIureparypa:

www.microfoft.com

JlekmoHHBIM MaTepHall.

03N DN K

Tema 2. [locTpoeHue Moaenu yrpos.
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PaccmarpuBaemble BOIIPOCHI:

Knaccudukanms arak.

Kanane! yreuku nndopmanuu.

[TonsiTHE YTPO3BIL.

HcTounuku yrpo3 v ux KiaccuuKarms.

[Toctpoenue monenu yrpos.

3agaHus A1 CaMOCTOSITENIbHOTO BBITTOTHEHUS:

[TocTpoiite Moaenb yrpo3 Juisi HEKOTOPOW OpTaHMW3allid, 3allOHUB MPHJIaraeMyro TaOJHILy
TakK, 4ToOBl B sueiike cTosma «1», ecnu yrposa, ykasaHHas B JJaHHOW CTpPOKE MPUMEHHMA IS
00BEKTa, YKa3aHHOT'O B JAHHOM CTOJIOIIE.
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AHTPONOreHHble UCTOYHUKMU Yrpo3
UHTepec mlYTeuka 3a cyeT areHToB
npeaHamepeHHble BusyanbHas 1 ¢poTo pa3Beska

lnencrema KPUMWHA/IbHbIX

1 CTPYKTYP M npecTynHbixfe
rpynnMpoBOK; oandvKauma nHpopmaumm

BAoKMpoBaHue MHbopmaunm

YHUUTOXKEeHNe nHbopmaumn

MpumeHeHne 3akNagok

Peructpaumsa HaBoAOK

MNpegHamepeHHble YTeuka nHpopmaumum
AencTeuna BusyanbHas 1 ¢poTo pa3BesKka
BCMOMOraTesibHOro

BioKupoBaHue nHbopmaunm

2 [nepcoHana (ybopuwmKm,

oxpaHa) MoguduKaumua nHhopmamu

YHUUTOXKEeHNe nHbopmaumn

MpumeHeHne 3akNagok

OwmnbKM nonb3oeaTenen  |baoKMpoBaHue nHbopmaLmun

3 Mogaundurkauma nHpopmavmm

YHUUTOXKEeHNe nHbopmaumn

OwnbkM nporpammnctos  |baoKnpoBaHue MHopmaLmm

4 MoaundurKauma nHpopmavmm

YHUUTOXKEeHNe nHbopmaumn

TeXHOreHHble UCTOYHUKU Yrpo3

Cboun B KaHanax nepepayum|bnokupoBaHne nHbopmaumm
5 | cpeactBax cBA3y;

YHUYTOXKEHNE HPOPMALMK

Cooun B cpeacTBax|baoknpoBaHme MHGoOpMaLmm
6 |anektponutanus

YHMUTOXKEHME MHPopMaLunmn

Bo3amoskHOCTb  aBapuii  B|bioKMpoBaHMe nHGopmaLmm
7 NHMKEeHepHbIX
(BogoCcHabKeHuA,
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KaHanusaumm) U|YHUUTOXKEHNE HPOPMaLMK
KOMMYHUKALMOHHBIX CETAX

BHeLWHMEe CTUXUITHbIE UCTOYHUKKU

BO3MOXHOCTb yparaHos YHUUTOXEHNE nHbopmauun

BNoKMpoOBaHMe MHPOpMaLUK

Bo3mokHoCTb aBapuu|YHUUTONXEHMEe nHbopmaLlmm
9 |6aunsnexawmx
NPOMBILLIEHHbIX 06BEKTOB

BNOKMpOBaHMe MHPOpMaLUn

10 [BosmorkHoOCTb Noskapos YHUYTOXKEHME MHGOopMaLMK

Jlureparypa:
1. JlekunoHHBIN MaTepuall.

2.0OcHOBbl HMH(OPMALMOHHON OE30MAaCHOCTH XO3AUCTBEHHON JEsATEeIbHOCTH: YyueOHOe
nocodue / W.II. Muxues; BO® ®I'BOY BIIO «Poccuiickas akagemusi HapOIHOTO
XO034HCTBa M TOCYJapCTBEHHOU ciyXObl». — Bonrorpaa: Wsn-so B® ®I'BOY BIIO
PAHXul'C, 2013. - 144 c.

3.1InatonoB B. B. IIporpammHo-anmnapaTHble CpelICTBa 3alIUThl WHPOpMALUU: YIEOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 3. Knaccuyeckue KpunrocucTeMsl.
Paccmampueaemvie sonpocoi:
1. Knaccuueckas kpunrorpagusi.

Kpunrocucrema Llesaps.
Kpunrocucrema Bukenepa.
[TpakTrueckas peannsanus cucteMsl Bukenepa.
[TonsiTe MHOTOAN(PaBUTHON KPUITOCUCTEMBI.
Kpunroananus MHOroanpaBUTHON KPUITOCHCTEMBI.
Kpunroananus cucremsl Buxenepa.
Kpunroananus cuctembl «OnHOpa30BbIi OJIOKHOTY.

3a0anus 015 camocmosamenbHO20 8bINOIHEHUSA:
1. Otkpoiite gaitn CRYPTO1.XLS n nocmoTpuTe Kak peann3oBaHa cuctemMa Bikenepa.
2. Coznaiite B Excel crienyromnryro Tabauiy
OTKpBITHIN TEKCT
ITaponib
Kon OykB Tekcra
Koz OykB nmaposs
CymMa k0/10B OYKB
CyMmMa 1o MozyJiro
Kpunrtorekct

3. BBenute B IepBYIO CTPOKY MPOU3BOJIbHBIN TEKCT 110 OJJHONU OYKBE B KaXAYIO SUEHKY.

4. BBenure BO BTOPYIO CTPOKY TaOIMIIBI IPOU3BOJIBHBIN MapOjb MO OJHONW OYKBE B KaXKIylO
sueiiky. Eciam anmuHa mapoliss MEHbIIEe JUIMHBI OTKPBITOTO TEKCTa, TO HAYHHUTE HAOOp Mmapoiisi
JaJIbIIE, I0KA HE 3aKOHYUTCS OTKPBITBIN TEKCT.

5. Ucnonw3ys ¢pynkmuo KOJCHUMB, 3amonHuTe 4eTBEPTYIO M MATYIO CTPOKH TaOIHIIBI ISt
OIIpeJIeNIEHUs] KOJIOB KaXK0H OyKBbI OTKPBITOTO TEKCTa U HapoJIsl.

6. B msAT0i1 CTpOKE CII0KUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B mATOM CTpOKe cymMMa IpeBblIaeT 255, TO B LIECTOM CTPOKe HEOOXOAUMO OTHATH
255 or uncna B msATol crpoke. Mcmonp3yiite pynknuto ECJIN.

i A il
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8. B ceapmoil crpoke mosyunte OyKBbI 3alIM(POBAHHOTO TEKCTA, WUCHOJIB3YS (PYHKIUIO
CUMBOJL

9. CaMOCTOSTENIbHO, MCIONB3Yysl ONMKCAHHbIC BbIIE (DYHKIMH, pacmiuppyiTe MOTyUEHHBINH
KpunToTekcT. I 3Toro co3aaiite HUXe MepBOM TaOIUIBI BTOPYIO TaOIHUILY.

10. Pacimmudpyiite Tekcr:

KCArz sl UHKO6XDbr UbAbrprxYlIA'

UCHONb3ys napoib «umdp». Ilpu Habope TekcTa nporycTuTe Npodesbl MeKIy OyKBaMu.

11. Pacindpyiite Tekcr:

EbBIAxI{Co bBoYOax Hlx VYbI3IIdDd Illag 30 3263 PmH
ak3

HE 3Hasl apoJis, HO 3Hasi, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHYY.

Jlumepamypa:

1. JIexuuoHHBII MaTepHail.

2. OcHOBBI HH(POPMAIIMOHHOH 0€301MaCHOCTH XO3SHCTBEHHON AEATENbHOCTU: yueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMust HQpOJHOTO XO3SMCTBA U
rocyapcTBEHHOMU cityk0b». — Bonrorpaa: M3a-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

3. IImatonor B. B. [IporpamMHo-anmapaTHbie CpeIcTBa 3aiuThl HHQOpMaIUu: yI4eOHHK. /
M.: U3n. uentp "Axkanemus". 2014.

Tema 4. Kpunrorpadgust ¢ 0OTKPbITBIM KJIHY0M.
Paccmampueaemuvie sonpocur:
Kpunrorpadus ¢ OTKPBITHIM KITIOUOM.
I'enepanus karoueBoit napsl B mporpamme PGP.
Opranuzanys 0OMeHa KITI0YaMH.
[Iudposanne nanupix B PGP.
[ToHsATHE 3NEKTPOHHOMN MTOAIIKCH.
3anmTa JOKYMEHTOB 3JIEKTPOHHOHN NoANuUCkhio B nporpamme PGP.
HIudpoBanue u 37EKTPOHHAS MOANUCH TOKyMeHTOB B PGP.
3adanus ona camocmoamenbHo20 8bINOIHEHUA!
1. 3ammyctute PGPtools (ITyck — [Iporpammsr — PGP — PGPtools)
[TosiBuTCS manenb

Nk wbh =

&5 PGPtools

NEEEEEE

2. BriGepute neByr0 KHOMNKY C AByMs KitouaMu. 3amycTutcs monayis PGPkeys co crnnckom
Bcex Kimoued Ha Bamem xommbioTepe. B mome Description ykazaHo, KakKOW 3TO KIFOY: TOJBKO
OTKpbITHIH (public key) miu kimroueBast mapa, T.€. OTKPBITBIA U CEKPEeTHBIN KiIto4 B koMiuekTe (key

pair).

e
(v o
3. Co3paiiTe HOBYIO KJIIOUEBYIO Mapy, Ha)kaB Ha KHOIIKY \z ¥ BBITIOJIHUB BCE IIATW MacTepa
CO3JaHUs KIIOYEH.
4. Cozpnaiite Ha qucke D: nanky ¢ Ha3BaHueM Bameit rpymnimsl.

5. DKCIIOPTUPYUTE CBOM OTKPBITHIN KJIKOY B ATy MAIKy, Ha)KaB Ha KHONKY —— U YKa3aB MyTh
no Bameit manku. B kauectBe HazBanwus (aiina ¢ KirouoM ykaxkurte Barny dhamunmro.

6. Cxonmupyiite Bamr daitn Ha cepep (Server606) B manky PublicKey.

7. UmMmopTupyiiTe U3 3TON ManKud YbH-THOO APYTrHUe OTKPHITHIE KIHOYH. [|JIst 5 TOr0 HaKMUTE

T

Ha KHOIIKY = BbIOEpHUTE ITyTh U Ha3BaHHE (aiina.
8. 3akpoiite okHO PGPkeys.
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9. 3anycrute Word um HaGepure HHCBMO KOMY-JIMOO, Y€l K04 BBl HWMIOPTUPOBAIH.
CoxpaHHTe 3TOT TEKCT B BalllEH Marke.

10. 3ammdpyiTe 3TOT ¢aill OTKPHITHIM KJIIOYOM 3TOTO IMOJIb30BaTeNs. s 3TOro HaxKMUTE
KHOIIKY Ha naHenu PGPtools, ykaxure myTh n Ha3Banue Bamero gaiina, a 3aTeM K049 B
nosisuBlieMcsa okHe. CoxpaHute 3ammdpoBaHHbIM (aiin B Bameil manke non ¢gamunuei Toro,
KoMy BbI nucanu.

11. Cxonmpyiite sToT (haiin Ha cepsep (Server600) B manky TextPGP.

12. CxomnmpyiiTe u3 3710 nmanku B Bamry nmanky Ha aucke D: ¢aiin, agpecoBanHblii Bam.

(=]
s
13. Pacmmudpyiite 3TOT aiin, HakaB KHOIKY éh WM JBaXIbl IIECTKHYB IO HEMY
MBIIIKOH, a 3aTeM BBIOpaB Bal kirto4 B CIIMCKe KITIOYEH.
14. Coznaiite eme onuH TOKyMEHT B pemakTtope Word, coxpanuB ero B Bameil manke Ha
nucke D:

15. IMognmummre 3TOT (alia Bamield AIEKTPOHHOW MOAMHUCHIO. ISl 3TOr0 HaAXKMHUTE KHOTIKY

;
E
Ha nanenu PGPtools, ykaxute myTs u Ha3Banue Bamero ¢aiina, a 3atem Bam kimrou B

MOSIBUBILIEMCSI OKHE.

16. Obparure BHMManue Ha (aiin moamwcu B Bamied mnamke. OTKpPOWTE €ro JBONHBIM
HIEITYKOM.

17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3MeHUTe ero, COXpaHUB U3MEHEHHUS Ha JIUCKE.

18. Otkpoiite ¢aia MoANMUCH IBOWHBIM IIEIYKOM eIlie pa3. YOeauTech, YTO TOJIMUCH HE
JIEUCTBUTENLHA.

19. Coznaiite HOBBIN AOoKkyMeHT B Word. HaGepute HeOobIIoe MpeyioxKeHne U CKOMUPYHTe
ero B Oydep oomeHa.

20. IllenKkHUTE MBIIIKOW MO KHOIIKE E Ha MaHeNHy 3ajla4y B IPaBOM HIKHEM YIIIy.

21. B nosiBuBiemcst MmeHto Boioepute Encrypt Clipboard u ykakute Bam xitrou.

22. Ha uuctom Mmecte Bamero moxymeHrta BcTaBbTe TeKCT u3 Oydepa oomena (IIpaBka —
Bcrasuts). [losgBuiics 3ammgppoBaHHbIN TEKCT.

23. Ckonwupyiite ero B Oydep oOMeHa u Mo aHayioruu ¢ mudpoBanuem pacmudpyiTe ero,
BbIOpaB nmyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacinpoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JIekuMOHHBII MaTepHal.

2. OcHOBBl HMH(OPMAITMOHHONW ©0€30IaCHOCTH XO3SHCTBEHHOW JAEATENbHOCTU: YydeOHOe
nocobue / W.II. MuxuaeB; BD® ®I'BOY BIIO «Poccuiickas akamemusi HapOIHOTO
XO034HCTBAa M TOCYIApCTBEHHOM ciyk0b». — Bonrorpaa: Msn-so BO ®I'BOY BIIO
PAHXwuI'C, 2013. — 144 c.

3. IInaronoB B. B. IlporpamMmMHo-anmapaTHble CpeJCTBa 3alIUThl MHPOPMALUHU: Y4eOHUK. /
M.: U3na. uentp "Akanemusa". 2014.

4. Bgenenue B kpunrorpaduro/ [Tox obm. pen. B.B. Smenko. — M.: MITHMO “YePo”,
2013.

5. http://pgp2all.org.ru

Tema 5. 3amura 6a3 nannbix Microsoft Access.
Paccmampuesaemvie sonpocoi:

[Toctpoenue 6a3bl nanHbIX B Microsoft Access.

3ammra 60a3bl JAHHBIX OT OTKPBITHSI.

[Tonp30BaTeNM U TPYIIIIHL

[TaponpHas 3amura.

el S
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3. PasrpanuueHue mmpas gocryna.
3adanus ona camocmosamenbHo20 8bINOIHEHUSA!
1. Co3paiite Ha aucke D: B mamnke Baieit rpynmnsl 6a3y naHHbix Cekper
2. Cozmaiite Tabuily B peKuMe KOHCTPYKTOpa (T10JIe TIOMEUEHHOE * SIBIISIETCS] KITFOUEBBIM) U
COXPAaHUTE €€ 110 UMEHEM AHKETA.

Nmsa noas Tun nasHBIX
Kon CuyeTunk

OO TexcToBwIl
Anpec TekcToBbIN
Tenedon TekcToBbIN

3. Benute B TaOIMILy TPpU 3aMUCH.
4. YcraHoBHTE NMAapOJIbHYIO 3alIUTY Ha 3Ty 0a3y JaHHBIX (mapoib 1234)
5. Cozpnaiite Ha aucke D: B mamnke Baied rpymnibl 0a3y AaHHbix Jloctym.
6. Co3paiite 11 3TOM 0a3bl JaHHBIX TPYIIBI Hojb3oBarenel Student u Others
7. Co3paiite B rpynmne Student mosp3oBaTens mox cBoel hamuined U mosib3oBatens Studentl.
8. B rpynmne Others co3naiite nonb3oBarens Friends u mons3zoBatens Guest.
9. YcranoBure napoiib agrMuHucTpaTopy (admin) 6a3sl qaHHBIX (00s13aTebHO 7777).
10. YcranoBUTE apoau A CO3AAaHHBIX BaMU I10JIb30BaTeNel (IIapou COBMAJAIOT C UMEHEM
MOJIB30BATEIS ).
11. YcranoBute npasa JocTyma K 0a3e JaHHBIX Ui Irpynnsl Student Ha Bce AEHCTBUS, KpoMe
aJMMUHHUCTPUPOBAHUSL.
12. VYcranoBure mpaBa JocTyna K 0Oasze gaHHbIX Juig rpynnsl Others TONbKO 4YTeHHE U
no0aBJIeHUE TaHHBIX.
13. YcranoBute 1 rpynmsl Users npaBa TOJIbKO Ha YTEHHE JaHHBIX U MAKeTa.
14. IlokaxxuTe pe3yiabTar MpernojaBaTelto.
15. CHuMuTe naposib aAMUHUCTPATOPA
Jlumepamypa:
1. JIexuMOHHBIN MaTepUall.
2. www.microsoft.com

Tema 6. HpaKTI/I‘leCKOC NMPUMEHEHUE MEKCETEBBIX JKPAaHOB.
PaCCMampLIS(leMble 680npocovl.

1. [TonsiTHE ME)KCETEBOTO IKpaHa.
2. [Ipununs! paboTsl ¢ nporpammoit Firewall Outpost.
3. Hactpoiika mporpaMMHBIX MOJyJIEH.

3aoanus 011 camocmoamenbHo20 6bINOAHEHUSL:

Outpost Firewall

1. 3arpysure nporpammy Outpost Firewall.

2. Beibepure nyHkr Cemesas axmuenocms. OKHO CIpaBa COACPKHUT HHPOPMAIUIO O
TEKYIIMX COCAMHEHUSAX MPUIOKEHUN ¢ ceThblo. [lonpolbyiiTe nmonyunts HHPOPMAIUIO 110 KAKOMY-
HUOYIb TIYHKTY.

3. Beibepure nyHkT Omipoimoie nopmol. OKHO COIAEPKHUT WH(MOpPMAIUIO O TOM, KAaKHMH
IpOIECCaMH Ha KOMIBIOTEPE OTKPBITHI OMPE/ICIICHHBIE TIOPTHI.

4. TlpocMmoTpuTe TMyHKTH Paspeuwtennvie n 3ab610KuposanHvle, KOTOPBIE COIAEPKAT OOITYIO
CTaTHCTUKY TIO COCTUHEHUSIM.

5. Bei6epute mynkt DNS. KammpoBanue 3anpocoB (T.e. COXpaHeHHe 0TBETOB B 0a3e Outpost)
Kk DNS mo3BomsieT COKpaTUTh BpeMsi OTKPBHITHSI CTPAHUI], KOTOPhIE OBUTH IMTOCEIICHBI paHee 3a CUeT
TOTO, YTO KOMIIBIOTEPY HE HYKHO OyneT mepen oTKpbiTHeM oOpamartbest kK DNS cepepy mmst
onpenenenus IP agpeca OTKpbIBa€MOMN CTPAHUIIBI.

6. IIpocmotpure Kypnai.
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7. lllenkHuTe NpaBOi KHOMKOW MBIIIM MO Ha3BaHUIO Moaysst DNS B JieBOM OKHE ITpOrpaMMbl
u Be1Oepure [lapamempul.

8. Orpanmnuste k311 DNS Ha 50 3anuceit 1 yctaHoBUTE CpOK XxpaHeHus 10 nHen.

9. BriGepure nmyHKT /lemexkmop amak, KOTOPBI XpaHUT OOIIyI0 MHPOPMAIUIO O 3alluTe
KOMIIBIOTEPA OT aTaK, CKAHUPOBAHMS U JPYTUX TUIIOB 3aNPEIIEHHBIX COEIUHEHUI.

10. ITpocmotpute xypHan. lllenkHure mnpaBOl KHOMKOM MBIIIM MO HA3BAHUIO MOJIYJIS
/Jlemexmop amak B I€BOM OKHE NporpamMmbl M BbliOepute [lapamempewi. B okHe HacTpoek npu
TTOMOIIH MOJI3YHKA MOYXKHO BBHIOpATh OJIUH U3 TPEX YPOBHEN TPEBOTH:

Maxkcumanvuoiii — GaiipBosul OyaeT NpeaynpexaaTh O MOMbITKE MOAKIIOYEHHS JTaXKe Ha OJIUH
MOpT.

Obbiunbii — IpeaynpexaeHue OyJeT BBIAAHO TOJIBKO MPU CKAHUPOBAHMM C OJHOTO ajapeca
HECKOJIbKUX TIOPTOB WJIM OIpPENEICHHBIX IOPTOB, KOTOPbIE MPEACTABISIOT OIpPEIEICHHbII
MHTEpEC.

bespaznuuneiii —aiipBosn OyneT cUrHaIU3UpOBaTh JIUIIb O PEAIbHOM aTake Ha KOMIIBIOTED,
a HE O MOIIBITKE UCIIOJIHUTD TaKyl0 aTaKy WM MPOCKaHUPOBATh MOPTHI.

11. Haxxmute kHOTIKY Boiopams ¢hunemp. [IpocMoTpuTe €€ BO3MOKHOCTH.

12. Beoibepure mnyHKT Humepakmuguvie diemeHmul. 31€Cb MOXXHO 3a0JIOKMPOBAThH
BCIUIBIBAIOLIME OKHA, IEPEXO/IbI 110 pEeKJIaMHBIM caiiTaM B MHTepHeT.

13. IIpocMoTpuTe mapamMeTpbl HAaCTPOMKHU JJIsi JaHHOTO MYyHKTa (TpaBasi KHOMKa MblM). Ha
TpeX BKJIAJKaX pa3MeEUIeHbl HACTPOMKM OJOKUPOBKH BCEX JJIEMEHTOB, KOTOpPbIE MOTYT
HAXOJUTHCSI Ha MOCEIIAEMBIX BEO—CTpaHMLIAX UJIM B IMOYTE. BOJBIIMHCTBO HACTPOEK UMEIOT TPU
HacTpoiiku: Paspeweno, 3anpoc n 3anpeweno. Ilpu HacTpolike HY>)KHO YYUTBIBATH TOT (DAaKT, 4TO
Ha MHOTUX CTPaHHUIAX CKPUIITHI WX (I3 MOTYT UCIOIB30BATHCSA JJIsl CO3/IAaHHSI MEHIO U €CIIH UX
MOJIHOCTBIO OTKJIIOYMTH, TO HaBUTaLUA MO calTy OyJeT HeBo3MoO)kHa. [losToMy, onTUMallbHBIM
CTaHEeT UCMOJIb30BaHUE HACTPOUKHU 3anpoc. [ljis 0co00i HaCTPOWKHU HEKOTOPBIX CAWTOB B MOJyJIE
«HMumepaxkmusnvle d1emenmsl» CIYXKUT BKIanka «Hckmouenua». C ee TOMOIIbIO MOKHO
chopMHpOBATH CIHMCOK CAWTOB W HACTPOUTH Ul Ka)XJIOT0 U3 HUX OJOKMPOBKY OINpPEIEIECHHBIX
3JIEMEHTOB. DTOT CIIUCOK UMEET 00Jjiee BHICOKUN MPUOPUTET, YEM OOIINE HACTPOUKH OJIOKUPOBKHU
IJIA BCEX CaMTOB.

14. IlpocMmoTpuTe BKJIaJKM MNapaMeTpoB, 3alPeTUTE BCIUIBIBAIOLIME OKHA W HACTpPOWTE
OCTaJIbHOE 10 CBOEMY YCMOTPEHHIO.

15. Bwibepute nyHKT Pexnama. Outpost ymeeT oOTceKaTh peKJiaMy IO pa3Mepy Hu II0
COJICPKMMOMY CCBUIKH, YTO SKOHOMUT Tpa(UK U YBETMUUBAET CKOPOCTh 3arpy3KU CTPAHHMIL.

16. Bp1zoBuTe mnapaMeTpbl A JAHHOTO IyHKTa (TMpaBas KHOIMKAa MBbIIIM). YCTaHOBUTE
¢bnaxok Iloxazame kop3uny ons pekiamvl. ECi B CTAaHIAPTHOM CHHMCKE OTCYTCTBYET OIMCAHUE
JUIsL OIpeNeJeHHOro OaHHEpa, W OH 3arpyXaercs MpU IOCEIIEHUU CTPAaHULbI, TO, OTKPBIB
KOpP3MHY, JOCTaTOYHO MBIIIbIO IEpeTalluTh B Hee OaHHEp, U OH OOJjblle HUKOTJa He OyneT
3arpyxatbcs. Britanka Oouwue mo3BosieT BbIOpaTh TO, YeM OYIYT 3aMEHSTHCS BbIPE3aHHBIE CO
CTpaHMIl peKjIaMHble OaHHEpHl. 3/1eCh e MOXKHO CO3/1aTh CHHMCOK CaHTOB, C KOTOPBIX HE OyJeT
BbIpe3aThcs rpaduka v pexiama.

17. ITpocMOTpuUTE BCE BKIIAJIKK TAPAMETPOB.

18. Bribepute nynkr Codepowcumoe. B HacTpoikax 3TOro MOAYJST MOXHO 3a/1aTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYAaThCsl Ha CTPAHUIIE WM B aJpece CTPAHUIl U KOTOpble OyIyT
cirykuTh Outpost—y CHTHaJIOM TOTO, YTO CTPAHHILY OTOOpa)xaTh 3alperieHo.

19. TIpocMoTpHTE BOZMOKHOCTH IaHHOTO ITyHKTA.

20. BwiGepute nyHKT Quibmpayus nOuYmMoswbiX 610 CeHuti. B HacTpoilkax 3TOTO MOMYJsS
MO>KHO 3aJ]aTh CIIHUCOK TUIIOB (haiIoB, KOTOpPBIE MOIeKAT IEPEUMEHOBAHUIO, a TaK e BKIIOYUTH
BBIBOJ] MH(POPMALIMOHHOTO COOOIICHHS O TMONydeHUH (aiioB ompexaenaeHHoro tuma. daitn, tun
KOTOPOTO yKa3aH B HACTPOMKAaX ATOr0 MOJYJs, MPU TMOJIYYEHHH €ro MOYTOBBIM KIHEHTOM,
MOJIYYUT BTOPOE paciiupeHue «.safe». ITo Mmo3BoauT u30ekaTh aBTOMATHUYECKOTO BBIMOTHEHUS
MOYTOBBIM KIIUEHTOM KOJa, YTO MOKET SIBJISIThCS IPUYUHOM 3apayKeHUs] KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe MapamMeTpbl JAHHOTO ITyHKTA U €r0 BO3MOXHOCTH.
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22. Jloctyn K OOIIMM HACTPOWKaM MPOrpaMMbl MOYKHO MOJIYYHUTh MPH MOMOLIH ITyHKTa MEHIO
Ilapamempur — Obwue 13 TIIABHOTO MEHIO POTPaMMBbl I HaXKaTHEM COOTBETCTBYIONICH KHOIKU
Ha raHenu. BeI30BUTE OKHO HACTPOMKHU MapaMeTpoB U MPOCMOTpHUTE BKIaAKy Obwue.

23. Bxuagka «/Ipunostwcenusy MO3BOJSIET YIPABIATh MpaBUJIaMu MoBeAeHUs (aiipBoiia npu
IIOTIBITKE JOCTYNAa B CETh ONPEIENICHHBIX NPWIOKEHMH. Ha 3TON BKIIagKe NEpEYuCIIeHbl BCE
MPUIIOKEHHUS, KOTOpble 0OHapykeHbl Ha kommbtoTepe Outpost—om npu ycraHoBke. Cpa3sy nocie
MHCTAJULSILUY 3TH NPUWIOKEHUSI Haxoaarca B rpynmne «/lonvzoeamenvckuii yposenv». s HUX
CO3/IaHO OJIHO WJIM HECKOJIbKO IpaBWJI, YKa3bIBAIOIIMX, KaKUM 0OOpa3oM IPHUIOKEHHE MOKET
O0OMEHMBATHCS TAaHHBIMH C ceThi0. [IpaBHiI0O MOXHO NMPOCMOTPETh WJIM M3MEHUTh MPH MOMOIIU
JIBOMHOTO KJIMKa [0 UMEHU €ro UCHOoIHseMoro (aiiia.

24. IIpocmoTpuTe npaBuiIa Juisi HEKOTOPBIX IPUIIOKEHUH.

25. TlpunoxkeHust U3 IpynIbl 3anpeujennvie NPUNOdiCeHus HUKOTAA HE MOJydaT J0CTyNa B
CeTh, BCA MX CETeBas aKTMBHOCTb OyneT mpecedeHa (aiipBossioM. HekoTopbiM NpuiokKeHusIM
MO>XHO TIOJIHOCTBIO OTKPBITh JOCTYIl B CEThb, IEPEMECTUB HX B Trpymnmny «/[osepennvle
npunodxcenus». VIX [JocTynm B CETb HE OrpaHUYMBAETCS HHUYEM, HUKAKMMM IPAaBHJIAMHU.
[lepemenienue NpuI0KEHUH U3 TPYIII B TPYIITY, PaBHO KaK M U3MEHEHHE MPaBUJI, CO3JaHHbIX JUIS
NPUIOKEHUH, BBIOIHIAECTCS MPU MOMOIIM KHONKH M3menums. Ilpu nomouu KHonku Jobagums
MOKHO BHECTH B CIIMCOK HOBOE€ IPUJIOKEHHE M 3aTEM CO3[aTh JJIS HErO MPaBUJIO OOILIEHUS C
CETBIO.

26. Ilepemecture npunoxenue Excel B rpynmny 3anpewennvie npunoscenus.

27. IIpocMOTpHUTE OCTABIIMECS BKJIAJKNA HACTPOEK IPOIPAMMBI.

28. IlonpoOyiite yepe3 ceTeBoe OKPYKEHUE BBINTH HAa KOMIIBIOTEP COCE/a.

29. IIpoBepbTe peakuuto (aiipBoiia Ha MOMBITKY cOcea OOPaTUThCS K BallleMy KOMIIBIOTEPY.

30. Ilepeiiaute B HACTPOHKK OOLIMX MAPAMETPOB MPOTrPAMMBI.

31. Beibepute Bknanky Cucmemnvie. YOepure ¢naxoxk NetBIOS. Tenepp Bain KOMIbIOTED
HEJIOCTYIIEH IO CETH.

32. Jloxxaurech, KOT/la Ball cOCEJl BBINOJHUT HpeAblayllee 3aJaHue U HOoIpoOyiiTe uepes
CETEBOE OKPYKEHHE 0OPAaTUTHCS K €r0 KOMIIBIOTEPY.

33. Bruitounte ¢axxok NetBIOS Ha cBoem kommbroTepe.

34. Be130BUTE KypHaJI, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MaHEIU UHCTPYMEHTOB.

35. IIpocmoTpuTe KypHaJl.

Jlumepamypa:
1. JIeKunMoHHBIN MaTepuail.
2. Jloxymenranus no padore ¢ mporpammoit Firewall Outpost.
3. OcHoBbl HH(pOPMAIIMOHHOM 0€30MACHOCTH XO3SHUCTBEHHON NEATENBHOCTH: yueOHOe

nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akagemMusi HApOJIHOTO XO3SMCTBA U
rocyIapcTBeHHOH ciyxOb». — Bonrorpaa: Uza-so BO ®I'bOY BIIO PAHXul'C, 2013. —
144 c.

4.  Ilmatonos B. B. IlporpaMMmHo-ammapaTHble CpeJICTBa 3allUThl WHGPOPMALUU:
yueOnuk. / M.: M3a. nentp "Axkagemus". 2014.

Tema 7. 3amuTa ungopmanuu B UnTepHer.
Paccmampueaemvie sonpocwi:

1. [TpuHIIMTIBL paOOTHI MEKCETEBBIX PKPAHOB MpH pabdote ¢ IHTepHEeT.
2. Hactpoiika mporpaMMHbIX Moaynel ipu pabote ¢ UHTepHeT.
3. brokupoBaHue HEHYKHOTO TpaduKa H PEKIAMBI.

3adanus ona camocmosamenbHo20 8bINOIHEHUSA!
1. 3arpy3ure nmporpammy Outpost Firewall.
2. Otkpoiite B Internet Explorer ctpanuiy www.yandex.ru
3. Beibepute nynkr Cemesas axkmusnocms. llpocMoTpute HHGOPMAIUIO O TEKYIIUX
COETMHEHHSIX C CEThIO.
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4. BeiOepute mnyHKT Omxkpvimvie nopmsi. llonyunte uHGOpPMALKMIO O TOM, KaKUMH
MpoLieccaMy Ha KOMITBIOTEPE OTKPBITHI OIpe/IeTICHHbIE TTOPTHI.

5. IlpocMmoTpuTe MyHKTHl Paspeuwiennvie U 3a010Kuposantvie, KOTOPbIE COAEp)KaT OOIIyIO
CTaTHCTUKY IO COEIMHEHUSIM.

6. BpiGepute mynkr DNS wu B mapamerpax orpanunubte K3m DNS nHa 50 3amumceit u
YCTaHOBUTE CPOK XpaHeHus 10 qHen.

7. BeiOepute nyHKT [lemexkmop amak W B mapaMmeTpax 3anaite ObvluHblll yPOBEHb TPEBOTH.

8. Beibepurte nyHKT MHmepakmushvie snemenmol. [IpocMOTpUTE MapaMeTpbl HACTPONKHU IJIS
JaHHOTO TNyHKTa. Ha Tpex BKJIaakax pa3MelleHbl HACTPOHKM OJIOKMPOBKH BCEX 3JIEMEHTOB,
KOTOpblE MOTYT HaXOAMWThCS Ha IOCEIIaeMbIX BeO—cTpaHMLax wuiaud B mourte. Hactpoiite
napaMeTphl 10 CBOEMY YCMOTPEHHIO (PEKOMEHIyeTcs Yallle UCIOIb30BaTh HACTPOUKY 3anpoc).

9. Otkponite B Internet Explorer crpanuiyy www.mail.ru, mepeiaute mo KakoW-HUOYIb
CCBUIKE HOBOCTEH.

10. TIpocmotpure B Outpost Firewall cTaTUCTHKY MO COEIUHEHHUSM, a TAaKXKE CTATHUCTHKY
JETEKTOpa aTak.

11. Boibepute nmyHKT Pexknama. Bpi3oBuTe mapaMmerpsl U1l JAHHOTO IyHKTa. YCTaHOBUTE
¢bnaxok Iloxazams Kop3umy OJisl peKiambi.

12. OtkpoiiTe cTapTOBYIO CTpaHHMIly Www.mail.ru ¥ MbllIbl0 nepetamuTth B Kopsuny ons
peknamsl peKiiaMHble OaHHEPHI C 3TOW CTPAHUIIBIL.

13. 3akpoiiTe cTpaHuUIly W MONMPOOyHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO MPOUCXOAUT C
peKJIaMHBIMU OaHHEPaMH.

14. IlpocmoTpuTE BCE OCTABILKECS BKJIAIKU ITapaMeTPOB.

15. Beibepute nyHKT Coodeporcumoe. B HacTpoikax 3TOro MOIYJsl MOXHO 3aJaTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaTbCsl Ha CTPAHUIIE WM B aJpece CTPAaHUIbl U KOTOpble OyIyT
cirykuTh Outpost—y CUrHaJIOM TOTO, YTO CTPAHUILY OTOOpa)xaTh 3alpeLIeHO.

16. Hacrtpoiite mporpammy Tak, uToObl Outpost OJOKHpOBad BCE CTpaHHIIBI, B aJpece
KOTOPBIX IPUCYTCTBYET c0BO chat. [TonpoOyiiTe OTKPHITH cTpaHully www.chat.ru.

17. BwiGepute nyHKT Quibmpayus noumoswvix 61oxceHuil. B HacTpolkax 3TOro MOIYJIs
MOYKHO 33JaTh CIIMCOK THUIIOB (hailjIoB, KOTOPBIE MOJIEKAT NEPEUMEHOBAHHIO, & TAK K€ BKIIOUUTh
BBIBOJ] HH(OPMAIIMOHHOTO COOOIIEHHUS O TIOy4YeHUH (PailioB ONPEIeIEHHOTO TUTIA.

18. 3anaiire BbIBO MH()OPMAIIMOHHOTO COOOIIEHUS Ul BeeX (DailioB ¢ pacIupeHueM .zip U
neperMeHOBaHue (PailyioB C pacIIMPEHUEM .€Xe€.

19. Ilokaxxnure pe3yabTar NpenogaBaTellto.

20. OT™MeHHTe Bce CBOM HACTPOUKH U 3aKPOMTE BCE OTKPBITHIE MPHUIIOKEHHUS.

Jlumepamypa:
1. JlekuuoHHBIN MaTepHal.

2. OcHOBBl HMH(POPMAIMOHHON OE30MACHOCTH XO35SUCTBEHHOW JESITEIBHOCTH: Y4eOHOE
nocobue / W.II. MuxueB; BO® ®I'bBOY BIIO «Poccuiickas akagemusi HapOJHOTO
X03siiCTBa M rocyAapcTBeHHOM ciykOb». — Bonrorpaa: Usn-so BO ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

3. IlnatonoB B. B. IIporpammHo-annapaTHbie cpeicTBa 3alluThl HHGOpMauu: y4eOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 8. Tunosas crpykrypa 3amutsl or HCJI. Ynpasiienue nocrynom.
Paccmampusaemvie sonpocwi:

Tunosas crpykrypa 3amuTsl HHGopmarun ot HC/I.

[Toncucrema ynpaBiaeHUs TOCTYIIOM.

[TocTpoenne MaTpuLbl 1OCTYIIA.

JoxymenTarus oTaena odbecrneueHuss ”HPOPMaIMOHHON 0€30TacCHOCTH.
3aoanus 0na camocmosamenbHo20 GbINOIHEHUA.!

1. PaccMoTpuTe TUNIOBYIO CTPYKTYpY 3aiiuThl nHopmauuu ot HCI.

el S
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2. llponmymaiite cTpykTypy 3amuthl wuH(popmamuun ot HCJ[ ans npou3BONbHOM
(BBIMBIIIJIEHHOW) OpraHU3al|H.

3. PaccmoTtpuTe noacucTeMy ynpaBlIeHUs AOCTYIIOM JJIsl 3TOM OpraHU3alyH.

4. CocraBbTe NiepedeHb 3allnuiiaeMblX HH(POPMAIIMOHHBIX PECYPCOB OPraHU3alINH.

5. IlocTpoiiTe MaTpuIly 1OCTyIA Ui JAHHOW OpraHU3alUu.

6. CocTaBpTe JOKYMEHT, OIIPENEISAIOMNN MMPaBUiIa JOCTYIIA MTOJIB30BATENEN K pecypcaM IIpu
HOMOIIM JIMYHBIX WJCHTU(UKATOPOB M Maposield, MpaBWiia COCTABJICHUS, CMEHbI M XpaHEHUS
napoJen.

7. CoxpaHuTe BCE JOKYMEHTHI B CBOEH JTUYHOM Marke (U Ha CBOEU JUCKETE).

Jlumepamypa:

1. JlexumoHHBI MaTepua.

2. OcHOBbl MHGOPMAIIMOHHON O€30MACHOCTH XO3AWCTBEHHOM JAeATeIbHOCTU: yueOHOe
nocobue / W.II. MuxueB; BO® ®I'BOY BIIO «Poccuiickas akagemMusi HapOJHOTO
X03sicTBa M rocyaapcTBeHHOU ciyxOb». — Bonrorpaa: Usn-so BO OI'BOY BIIO
PAHXuI'C, 2013. - 144 c.

6.4. HopmaTuBHBIE IPABOBbIE JOKYMEHTHI.

3akoH P® «O rocynapctBenHoi taitHe» Ne 5485-1 ot 21.07.1993 .

3akoH P® «O0 nndpopmanum, vHOOPMALIMOHHBIX TEXHOJIOTHUSAX U O 3aIIUTE
uHpopmanun» Ne 149-d3 ot 27.07.2006

3. 3akoH PO «O xommepueckoii Taiitne» Ne 98-D3 ot 29.07.2004 r.

N —

6.5. UnTepHeT-pecypchbl, CIPABOYHBbIE CHCTEMBbI.

1. http://base.garant.ru/ - cipaBOYHO-IIOMCKOBasi cucteMa «['apanT»
2. http://www.consultant.ru/ - cipaBouHno-niorickoBasi cucrema «Koncynpraat [Lmrocy

7. MarepuajibHO-TeXHUYeCKasA 0a3a, MHPOPMAIIMOHHbIE TEXHOJIOTMH, IPOTPAMMHOE
obecrieyeHue U HH(POPMAIHOHHBIE CIIPABOYHbIE CHCTEMbI

MatepuanbHO-TeXHUYECKOe oOecneueHrne IUCHUIUIMHBL «OCHOBBI MH(MOPMalMOHHON
0€30MMacCHOCTH X035 HCTBEHHON JAESITETLHOCTIY BKJIIOYAET B CEOS:

- JIEKIIHUOHHBIE ayJUTOPHH, 00OpYIOBaHHBIE BHICOMPOCKIIMOHHBIM 00OPYAOBAHUEM [
NPE3eHTAIUN, CPECTBAMH 3BYKOBOCIIPOU3BEICHMSI, SKPAHOM;

- KOMIIBIOTEPHBIE KJIACCHI, OCHAILEHHBbIE COBPEMEHHBIMU KOMIIBIOTEpPAMHU C BBIXOJOM B
WHTepHeT U yCTaHOBJICHHBIMHU B CETH CIEIUATBHBIMU TTAKETaMH MPOTpamMM, 00eCTIeYNBAIOITIMEI
yueOHnbIi miponiecc, Bkiatodas kpunrocuctemy PGP, CIIC «KoncynbranT [lnroc» u CIIC «I"apanT-
a’poy.

JucuuninuHa J0DKHA OBITh  MOJJAEpkKaHa  COOTBETCTBYIOUIMMH  JIMIEH3UOHHBIMU
POrPaMMHBIMH MTPOTYKTaMH.

B kauecTtBe nmporpamMmmHOro obecrneyeHus: yueOHOro mporecca UCIoIb3yI0TC:

— Omneparnmonnsie cucteMbl cemeiictBa Windows (10):Microsoft WINHOME 10 RUS OLP
NL AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc.

— [Taket oucnoro I1O - MicrosoftOfficeStd 2019 RUS OLP NL Acdmc.

- oneparmoHHyo cuctemy Windows;

- kpunrocucreMy PGP;

- IPOTPAMMBbI-apXUBATOPbI;
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- aHTUBUPYCHBIE IPOTPAMMBEI;

- IPOTPAMMBI IPE3CHTAITMOHHOHN TpaduKu;
- TEKCTOBBIE PEAAKTOPBI;

- rpaduueckue pelakTophl;

- DJIEKTpOHHAs OUOIHOTEKa;

- DJIEKTPOHHAs TA0JINIIA;

- 0a3a JaHHBIX;

- MpOrpaMMa IJIEKTPOHHOTO TECTHPOBAHUS.

By3 obecneunBaer kaxaoro odyyaromnierocst pabouuM MECTOM B KOMITBIOTEPHOM Kjlacce B
COOTBETCTBUHM C OOBEMOM M3Yy4YaeMbIX IUCIMILUIMH, O00ECleuuBaeT BBIXOA B ceTh VHTepHET u
noctyt kK CIIC «KoncynbsranT [Tnroc» u CIIC «["apanT-aspo.

By3 obecneunBaer kaxaoro odyyaromnierocsi pabouuM MECTOM B KOMIIBIOTEPHOM Kjlacce B
COOTBETCTBUH C 00BEMOM M3Y4YaeMBbIX JTUCIHILINH, 0OECIIeYMBAET BBIXO/] B ceTh MIHTEpHET.

MartepuaiabHO-TEXHUYECKOE  OOecrieueHrue  JUCHUIUIMHBL A OOydYaromuxcsi ¢
OTpaHUYEHHBIMU BO3MOXKHOCTSIMU 37I0POBbSl M MHBAJIM/IOB BKIIOYAET B ce0sl CleayIoIIee:

J yueOHbIe ayJUTOPHH OCHAIICHBI CIIEIUATbHBIM O0OPYJOBAaHHMEM M YUYEOHBIMH MECTaMU C
TEXHUYECKUMHU CpeiCTBaMM OOyueHHsl U1 OOydYaroluXcs C pasjIM4HbIMM BUAAMHU
OTpaHUYECHUH 310POBbS;

J yueOHasi ayAuTOpusi, B KOTOPO 00y4aroTcst CTYACHTHI C HapyIIEHUEM cilyXa, 000opy1oBaHa
KOMITBIOTEPHOM TEXHUKOH, ayJUOTEXHHUKOW (AKyCTUYECKMH YCHIMTEIb W KOJIOHKH),
BUJICOTEXHUKOW (MYyJIbTUMEAUMHBIA MPOEKTOp), MYJIbTUMEIUNHHON cucremoil. g
00y4yeHHMs JIUI] C HApYIIEHUSIMH CITyXa MCIOJIb3YIOTCSI MyJIbTUMEIUIHHBIE CPEICTBA U JPyTUe
TEXHUYECKHE CPEICTB IS MpUueMa-niepeiadn yueOHol nHpopMalu B JOCTYIHBIX (popmax;

o JUIsL CITa0OBUAIINX OOYYAIOUIMXCS B JIGKIMOHHBIX M YY€OHBIX ayIUTOPHSIX MPEAyCMOTPEH
IPOCMOTP YJaJIeHHbIX 00OBEKTOB (HAaIlpUMep, TEKCTa Ha JIOCKE WM ClIaiiia Ha SKpaHe) Npu
MOMOIIY BUIEOYBEIUUUTENEH IS yJaJIEHHOTO IPOCMOTA;

o JUIsE 00YYaOIIUXCsl ¢ HAPYMICHUSIMU OMOPHO-JBUTATEIHLHOTO amnmnapara B JICKIMOHHBIX U
yUEOHBIX ayJUTOPHUAX MPEYCMOTPEHBI CIIEIIMATLHO 000PY/I0BaHHBIC pab0YHe MECTa;

o JUTSE KOHTAaKTHOW U CaMOCTOATEIHHON pabOThI HCTIONB3YETCS MYJIbTHMEINHHBIE KOMILIEKCHI,
AIEKTPOHHBIC YICOHUKH U y4eOHBbIC TTOCOOWSI, aIallTUPOBAHHBIC K OTPAaHUYCHUSM 370POBbBS
00y4aronuxcs.

OOyuJaromuecs: ¢ OTpaHUYCHHBIMHA BO3MOXKHOCTSIMHU 370POBBSI M UHBAIUIBI, B OTIIMYHE OT
OCTaJIbHBIX, UMEIOT CBOM creuu(puueckue 0coOOEHHOCTH BOCHPUSATHS, NepepadoTKU MaTepuana,
BBITIOJIHEHHSI TIPOMEXYTOUYHBIX M HTOTOBBIX (opM KOHTponsi 3HaHW. OHHU oOecTeyYeHbl
NEeYaTHBIMHU U 3JIEKTPOHHBIMH 00pa30BaTebHBIMU pecypcamu (IporpaMMbl, Y4eOHUKH, yUeOHbIE
nocoOusi, MaTepuaslbl Ui CAMOCTOSITEIBHONH paboThl M T. A.) B (hopMax, alalTHPOBAHHBIX K
OTPaHUYEHUSIM X 370POBbS U BOCIPUATHS HHPOPMALIUN:

JUist T ¢ HApyIIEHUSIMH 3PEHHSL:

. B [I€YAaTHOM (opMe YBEIUMUEHHBIM IIPUPTOM,
J B (hopMe FJIEKTPOHHOTO JJOKYMEHTAa,

Jnist Tu ¢ HapyIIEHUsIMH CITyXa, C HapyIIEHUsIMH OTIOPHO-/IBUTATEJILHOTO arapaTta:

o B IIeYaTHOH opme,

. B (hopMe IEKTPOHHOTO JOKYMEHTA.
CM  —moaroToBKa K MPaKTUIeCKOMY (JIAOOpaTOPHOMY, CEMUHAPCKOMY ) 3aHSTHIO;,
I[IKP — moaroToBka Kk KOHTPOJIBHOM paboTe;
YM  —u3ydeHue yueOHOro Marepuana;
CK  —uzydeHnue yueGHOro MaTepHasa U COCTaBICHUE KOHCIIEKTa;

I[P — moaroroBka pedepara;
C3Jl — cocraBneHue 3a7a4, BOIPOCOB, KPOCCBOPIOB, TECTOB, CUTYAIlUH;
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POP

— PCUCH3UPOBAHUC U OLICHKA MMCbMCHHBIX pa60T.
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